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Going North!

BY ROBERT DIAMOND

n May 3 I'll be packing my bags and trekking north

from New York to Toronto to participate in CF North,

the only Canadian developer’s conference for Cold-
Fusion. A large chunk of the ColdFusion world will be
heading up that way with me, both those in the area and
. those elsewhere looking to network between now and the
Macromedia DevCon this fall. It's a worthwhile event —
enough for me to leave my new dog at home. (Say Hi to
Max, the world’s cutest pug and the first dog determined to learn CFML.)

Taking place at the Toronto Eaton Centre Marriott Hotel on May 4-5, the
event will consist of 40 high-quality CF sessions on a wide variety of topics.
The conference has been smartly divided into the following five tracks to
make scheduling easier throughout the intense two-day period: Cold-
Fusion Bootcamp, Best Practices, Geek Out: Advanced Technologies,
Flash and ColdFusion, and Fusebox Methodology. Classes will be
taught by many experts in the CF world, including many whose
articles you see here in CFDJ every month. For more information
on the sessions offered, and for registration details, visit www.
cfnorth.com.

A series of keynote addresses by such industry luminaries as
Jeremy Allaire and Ben Forta will be among the highlights of
the conference. A special keynote is planned by Bruce
Scott, president and CEO of Pointbase, Inc., mobile data-
base leaders in the Java industry. If you aren’t familiar with
Bruce, who cofounded Oracle, maybe you’re familiar with scott/tiger, the orig-
inal user login/password combo for Oracle. He is also the coarchitect/author
of the first three versions of Oracle.

One other keynote, a panel discussion led by yours truly and membersofthe  ABOUT THE
CFDJ Editorial Board, will also be on the schedule (small, shameless self-pro- AUTHOR
motion, but worthwhile). We'll be covering and discussing the hottest issues of  Robert Diamond is
the day, as well as taking questions from the audience in an interactive format.  editor-in-chief of

Even if you can't make it to the conference, you can still be a part of it. ColdFusion Developer’s
We'll be accepting advance questions via e-mail, so if you have questions Journal as well as
about ColdFusion, about the magazine, about the industry as a whole, Wireless Business &
we're assembling a good group of folks who are right in the thick of it. Drop  Technology. In addition,
me a line at the e-mail address at the bottom right of this page, and we’ll try  he is the director of
to fit you in. We'll be covering the panel keynote and the rest of the confer-  technology at SYS-CON
ence in future issues of ColdFusion Developer’s Journal. Media. Named one of the

o o o “Top thirty magazine

Back to the magazine. This month we're introducing something brand-new.  industry executives under
Simon Horwith, a senior developer and Macromedia-certified ColdFusion the age of 30" in Folio
instructor at Fig Leaf Software, contributes CF Community: “Tales from the magazine’s November 2000
List.” The column, which will appear monthly, is devoted to the latest happen-  issue, Robert holds a BS
ings on the CFDIList. Simon is the new manager for the list, one of the most  degree in information
active ColdFusion discussion communities on the Net. For more information = management and
on that, jump on over to www.sys-con.com/coldfusion/list.cfm. technology from the School

Also in this issue: Hal Helms writes “In Praise of Simple Tools”; Bruce Van  of Information Studies at
Horn explains some techniques for querying e-mail addresses and porting = Syracuse University.
applications; Galen Winchip writes on “Real-Time Database Validation of
Form Inputs”; and Eric Brancaccio covers some often overlooked tech-

niques in “A More Thorough Debugging.”

On the heels of last year’s successful CFDJ
Readers’ Choice Awards, the upcoming month
@ ROBERT@SYS-CON.COM
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will have news regarding this year’s nominations.
Hope to see some of you at CF North in
Toronto, and the rest here and online. {%,




?. ':_..

|+

e "__cnlmilm Feature

BY PHMP CHALMERS

| ‘%urvwmg the qlmgﬁ

and arrows of
outrageous users .

Partlof 2




B rowsers and what users can do with them create a mine-

field for Web app developers. Users can:

» Disable all cookies. This creates unpleasant problems for CF’s
session management.

« Do something else for half an hour and then try to resume
where they left off. Now the session data has probably timed
out, but your app gets a page request that assumes the ses-
sion data is still available.

» Trample all over the dialog logic by using Back, Forward, and
Refresh, or by cloning browser windows. This may create a
major security hazard.

< Enter the site at an inner page via a search engine result, a
bookmark, or a URL e-mailed to them.

« Hit the Submit button several times, especially if the Web or
your server is running slow. They may think it’s a harmless
way of letting off steam.

e Use proxy servers that serve as much as possible from their
own caches so different users get the same versions of pages
— sometimes including the same CF session-management
cookies — so the users are sharing a session!

» Openyour app in different browsers (e.g., IE and Netscape) so
that CF creates separate sessions.

What can you do to make your app less vulnerable to the
slings and arrows of outrageous users? And how should you
keep the user informed of what’s going on? (If you don't, he or
she is likely to make mistakes and eventually avoid your site if
the consequences of the mistakes are serious.)

My suggestions don’t depend on the use of JavaScript; about
12% of users disable JavaScript or use non-JavaScript browsers
(see www.upsdell.com/BrowserNews/res_design.htm).

Fusebox designers can easily adapt these ideas, for example,
by substituting “fuseaction” for many occurrences of “page”.

This article ignores the additional issues raised by clus-
tered servers that make it virtually impossible to use session
or updatable application variables. If your site uses or may use
clustered servers, Marc Funaro’s June 2000 article, “So You
Want to Manage a Session on Load-Balanced Servers?” (CFDJ,
Vol. 2, issue 6), explores the design and conversion issues
thoroughly.

I’'m assuming here that session-level data will be stored in
session variables. | don’'t assume that client variables will be
stored in any particular way.

| also don't cover how to combat skilled and well-equipped
hackers who, for example, can detect and read cookies passed
over a communications channel. If you're that concerned about
security, you probably need to run your entire site through SSL
and then add measures to combat the weaknesses in SSL.

This article is in two parts. Part 1 summarizes my recom-
mendations and discusses why you need to use cookies for ses-
sion management, as well as the detection and handling of
timeouts. Highlights of Part 2, which will appear in a forthcom-
ing issue of CFDJ, are listed at the end of this article.

Summary in Advance
In case you know most of this already, or want to use this arti-
cle as a reference, here’s a summary:

www. ColdFusionJournal.com

Use cookies to identify your session. Passing CFID and
CFTOKEN as URL parameters creates a security hazard for
your app and for the user.

Make all cookies per-session, including CFID and CFTOKEN.
This will make it easier to persuade users to accept your cook-
ies, and further reduces privacy and security risks to both
sides.

If you use CFLOCATION, always code ADDTOKEN=“No0" to
avoid showing CFID and CFTOKEN as URL parameters.
Each app should use its own session management cookie
containing a list of name-value pairs delimited by nondisplay
characters.

Each page except the point of entry to your app must check
whether cookies are enabled, and each page, including the
point of entry, must set a “cookies enabled” name-value pair
in the session management cookie for use in this check.

If cookies are disabled, explain to the user why per-session
cookies are the most secure way to manage a conversation.
The “please enable cookies” page should always link to the
start page rather than the page the user requested.

Check for session timeouts. If a timeout occurs, tell the user
what has been lost and what has not — for example, “Order
number 12456 has been recorded in the database”.

To do this, your session management cookie needs a name-
value pair for every logical group of data items. Set the name-
value pair when the logical group is populated and delete it if
the logical group is cleared.

You should generally save a “last transaction was ...” name-
value pair in the cookie so that your “session has timed out”
message can help the user to avoid reentering transactions
that were completed.

When you display a “session has timed out” message, delete
the relevant items from your session management cookie to
prevent the dialog from looping.

If you store updated application-level data, application time-
outs are an issue. In this case you probably need to save the
updated application data periodically in a database and run a
scheduled task to purge out-of-date entries from the database.
CFLOCK reads and writes of session data and of updatable
application data.

To avoid trouble with Back, Forward, multiple Submits, and
cloned browser windows, maintain a session-level page
counter and include the counter value as a HIDDEN INPUT
in every form. Then check that the returned value matches
the expected value every time your app is asked to update the
database or important session data.

Avoid requesting updates via links, as you'd then have to
include the page counter value as a URL parameter and the
user could edit it.

To avoid trouble with proxy servers, add a random number as
a URL parameter in all links and FORM ACTION:Ss.

If you need to prevent or control the use of multiple sessions
with the same user, require users to log in and maintain an
application-level structure keyed on userid and containing
the date and time of the last page request. Schedule a process
to delete entries older than the session timeout interval.

You can’t force the user to log out — he or she can close the
browser window.

APRILCFDJ 7



Cookies
Web Apps Need Cookies

CF relies on getting CFID and CFTO-
KEN from the browser to identify each
session. Without this information it treats
each page as a new session. This is not a
CF limitation, it’s a consequence of the
statelessness of the Web.

There are two possible ways of passing
CFID and CFTOKEN between the browser
and CF: (1) use cookies, or (2) pass CFID
and CFTOKEN as URL parameters in every
page request. The second method creates a
security hazard because malicious or sim-
ply curious users may edit the URL para-
meters. Such hacking has cost some com-
panies real money and might also cost
users real money.

So you need the user to accept cook-
ies. But some users don't like cookies for
reasons of security and privacy. Other
users (including me) accept per-session
cookies but reject persistent cookies. Your
chances of persuading the user to accept
cookies will improve a lot if you promise
to use only per-session cookies, that is,
cookies that aren’t saved to disk and are
scrapped when the browser is closed.

Using only per-session cookies also
improves the security of your app
because they aren’t stored when the
browser is closed and hence the user can't
edit them in order to hack a later session.

CF automatically creates cookies for
CFID and CFTOKEN unless your CFAP-
PLICATION tag says SETCLIENTCOOK-
IES=“NOQO”. By default CF makes the CFID
and CFTOKEN cookies persistent, that is,
they’re saved to disk. This code will make
them per-session cookies:

<cfif |sDefined("Cookie.CFlD') AND
| sDef i ned( " Cooki e. CFTOKEN") >
<cfset cfid_local = Cookie.CFlD>
<cfset cftoken_|local =
Cooki e. CFTOKEN>
<cf cooki e nanme="CFI D'
val ue="#cfid_| ocal #">
<cf cooki e name=" CFTOKEN'
val ue="#cft oken_| ocal #">
</cfif>

onRequestEnd.cfm looks like an obvious
place to do this, but onRequestEnd.cfm isn't
processed if your app issues a CFABORT or
CFEXIT, for example, in an error handler, or
if there’s no Application.cfm in the same
directory as onRequestEnd.cfm.

So | prefer to make the CFID and CFTO-
KEN cookies per-session as early as possi-
ble, preferably in a CF template called by all
output pages — for example, in a template
that creates the app’s logo or navigation bar.

8 CFDJ APRIL

Check That Per-Session Cookies Are Enabled

You can’t read a cookie back in the page
request that creates it because the cookie
hasn’t been sent to the browser yet. It will
always appear as though the browser has
accepted the cookie because CFCOOKIE
automatically creates the corresponding
cookie variable.

In general, all pages (action as well as
display) must check that the expected
cookies exist, except for your startup page,
which can't check for cookies the first time
it's opened. If your startup page is reentered
later —if it's a search page, for example —you
could make it check for cookies. But this is
tricky because you'd need a session variable
to count entries to the start page, and the
session variable could time out.

All display pages must create a test
cookie in order to test for cookies. The
cookie must have the same name through-
out the app. Don't use Cookie.CFID and
Cookie.CFTOKEN for this check, because
CF will automatically create these cookie
variables before they’re sent to the browser
unless your CFAPPLICATION tag says SET-
CLIENTCOOKIES="NO".

All other pages (action as well as display)
must check for the test cookie’s “cookies
enabled” value before creating the test cook-
ie. If the check returns “undefined”, they
should display a “please enable cookies”
page that links to your startup page. But
these pages have no way of knowing
whether the check returned “undefined”
because cookies are disabled or because the
user has entered the site by the back door
(e.g., via a bookmark on an inner page) and
hence the test cookie hasn't yet been sent to
the browser. So the wording of your “please
enable cookies” page must also allow for the
possibility of entry by the back door.

The “please enable cookies” page
should always link to the start page rather
than the page the user requested. It would
be user-friendly but dangerous to make
the “please enable per-session cookies”
page link to the page the user requested
(including any URL parameters because:
1. The requested page may create ses-

sion-level data that won't be available

to later pages if the user didn't actually
enable per-session cookies before
clicking the link, because CFID and

CFTOKEN are needed in order for CF

to find session data. In addition, the

requested page may need previously
created session-level data that won't
be available because the “please
enable per-session cookies” page gen-
erally won't send the correct values of

CFID and CFTOKEN even after the

user enables cookies. CF keeps creat-

ing new values of CFID and CFTOKEN

since it’s not getting them from cook-
ies sent by the browser.

2. In the worst case, if the user has been
playing with the browser’s cookie set-
tings, CF may receive old values of
CFID and CFTOKEN and your app will
either find that the corresponding old
set of session variables has timed out
or (much more dangerous) will use the
old session values.

3. The user may have tried to enter the
site by the back door, bypassing your
security and dialog management.

Beware of CFLOCATION

CFLOCATION has two dangerous fea-
tures: (1) it discards all previously built
output, including cookies (in other words,
it starts a new session!); and (2) its default
is to set AddToken="Yes”, so CFID and
CFTOKEN are appended to the URL!

I wish | could say, “Don’t use CFLOCA-
TION,” but the safest way to display a
custom error page is to CFLOCATION to a
static HTML page.

So always code ADDTOKEN="NO”".

Checking for Timeouts
Timeouts on application and session

variables are:

« Necessary to prevent servers’ memory
from being swamped.

< A degree of security for the user. They
reduce the risk that someone else will
use your application while the user’s
away from his or her desk.

» A dangerous nuisance when they hap-
pen, both for the user and for the devel-
oper. In the worst case you could per-
form a database update outside a valid
context.

You Can’t Avoid Session-Level Timeouts by

Using Cookies
It would be nice to avoid session-level

timeouts by storing session-level data in

cookie variables. But browsers place tight
limits on the number and size of cookie files

(see Netscape’s specification for cookies at

http://home.netscape.com/newsref/std/

cookie_spec.html):

e A maximum of 300 cookies in total; if a
browser hits this limit, it discards the
least recently used cookie

* No more than 20 cookies per site

» Maximum size is 4KB per cookie (includ-
ing headers, delimiters, etc.)

CF makes the size limitation a bit more
stringent. It encodes cookie data with a URL
encoding scheme that expands alphanu-
meric data by about 30% and nonalphanu-
meric data by a factor of 3. It also throws an
error if you try to store more than 4,000

www.ColdFusionJournal.com
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encoded bytes of data in a cookie. And it auto-
matically uses separate cookies for CFID,
CFTOKEN, and (if your CFAPPLICATION has
CLIENTSTORAGE=“COOKIE”) CFGLOBALS
(this contains client variables URLToken, Hit-
Count, TimeCreated, and LastVisit). That’s two
or three of your twenty used already.

So most apps won't be able to store all
their session-level data in cookie variables.
Some session-level data shouldn’t be stored
in cookies in any case, as you’ll see later.

Timeout-Handling Requirements Vary

We have to deal with a variety of situations.
In some cases you need to check for timeouts
only when the user requests a page that needs
some session data. For example, in a shopping
cart the customer’s login is often required only
for the checkout process and for updating the
customer’s registration details.

In other cases you may need to check con-
stantly to see whether session data has timed
out. For example, in a shopping cart you should
warn the user immediately if the cart’s contents
have timed out, even if the page the user
requested doesn't need the cart. Otherwise,
when the user asks the app to display the cart or
go to the checkout, he or she will find items are
missing from the cart and will lose confidence
in your app. Even worse, the user may not
notice and so place an incomplete order, dis-
covering the omissions only when it’s delivered.

In general you need a separate check on the
status of each logical group of session variables.
Logical group is a rather fuzzy term, but | sug-
gest logical groupings are largely based on the
intended life cycle of the information. For
example, login data will ideally persist until the
user closes the browser (or logs out or in as
someone else, depending on the system), but
shopping cart data should be cleared immedi-
ately after an order is placed.

Logical groupings must also take account of
whether you need to check the data on every
page request or only when the user requests a
page that needs the data.

Using Cookies to Detect and Handle Session
Timeouts

A timeout is often detected when you get
a request for a page that requires the data
and it no longer exists. But if you're checking
some session variables on every page request,
you need to distinguish between a variable or
a data structure that has timed out and one
that just hasn't been populated yet (or has
been cleared, e.g., a shopping cart when an
order has been processed).

For each logical group of session data you
need a “session data created” indicator that
isn't invalidated by a session timeout. You
should set this indicator when information is
added to the logical group, rather than when
an empty logical group is created (by

CFPARAM, for example). And you should

clear or delete the indicator if the logical

group is emptied - for example, when a

shopping cart is cleared at the end of the

checkout process.
Here are the options I'm aware of for storing
these indicators:

1. Ina per-session cookie that’s unique to your
app, a cookie with a maximum size of 4,000
bytes (including headers and delimiters),
should be enough to store a few hundred
“session data created” indicators.

2. You could maintain an application-level
structure keyed on Session.SessionID and
containing a “session data created” indi-
cator for each logical group (probably as
an array). This approach has the major
weakness that application data can also
time out. If application timeout intervals
are long, you also need to write and sched-
ule housekeeping processes to remove
entries for expired sessions.

3. You can use a database in the same way.
This costs additional disk accesses and pro-
cessing time, but avoids the application
timeout problem and conserves memory
in heavily loaded servers, especially if
application timeout intervals are long.

You'd still need to write and schedule house-
keeping processes, though, and the database
must be one that is good at reusing space freed
by deleted records (MS Access is not).

For most apps per-session cookies are the
simplest and most robust approach. To min-
imize the risk of too many cookies or of a ses-
sion management cookie being overwritten,
you should use one session management
cookie per app, with a name that’s unique to
the app. It will then be read and rewritten by
every page request, so the risk of its being
discarded is very small.

You should store the app’s session manage-
ment information in this cookie as name-value
pairs delimited by a character you won't use in a
name or avalue. | prefer delimiters that have no
display values or effects — for example, from
CHR(1) to CHR(6) CF automatically URL-
encodes them when sending and URL-decodes
them on receipt. This cookie should also con-
tain your “cookies enabled” name-value pair.

Your session management cookie will be a
list of lists, and CF’s list-handling functions
make it easy to manage this type of structure.
In particular, you can easily unpack it into a
session-scoped structure in order to add,
change, and remove name-value pairs, and
then reassemble the cookie before sending
the next page.

I recommend a session-scoped structure
because it has one set of values per session
and you can CFLOCK updates to it, increas-
ing your app’s protection against simultane-
ous updates from cloned windows.

www.ColdFusionJournal.com



When you display a “session has timed
out” message, delete the relevant item from
your session management cookie to pre-
vent the dialog from looping. This is par-
ticularly important if you check some logi-
cal data groups on every page request. For
example, if you check the shopping cart’s
status on every page request and don’t
clear the “cart expected” indicator for the
cookie, each page request will show the
session timeout and the user will never get
a chance to put anything in the cart.

If you have an enormous app with too
many “session data created” indicators to
fit in a cookie, you may need to use a
database table as described above.

Which Pages Check for Which Session Variables?

Obviously, any page that needs a ses-
sion variable to have a real value (not just
a default) should check it. Otherwise it
depends on the app. I've already suggest-
ed that every page in a shopping cart app
should check that the cart’s contents have
not been lost by a timeout.

What Should the Timeout Warning Page Say?
If the user can enter several transac-
tions in a session, the simple message:

Sorry, your session has timed out. All the informa-
tion you entered has been lost

could mislead the user into reentering trans-

actions that have already been successfully

completed. It would also be misleading if

some session variables have timed out but

others are okay. For example, if the user:

e Logs in to place an order

« Doesn’t use the app for longer than the
timeout interval

* Places more items in the shopping cart
for a second order

e Goes to the checkout

the login data will have timed out, but the
shopping cart’s contents will be okay.

In this type of situation you need to tell
the user explicitly what has been lost and
what is okay, and reassure him or her that
the last completed transaction (if any) has
been recorded on the database, preferably
with a link to a confirmation page.

To achieve this your session manage-
ment cookie should keep a note of com-
pleted transactions by including, for
example, a name-value pair “LastOrder :
123456”. You can then use this to display
the last order number in the timeout
warning page and as a URL parameter in
the link to the confirmation page.

Checking for Application-Level Timeouts
There’s no problem if your application-
level data is constant. It will always be

refreshed from Application.cfm or equiva-
lent. But if it’s updated to accumulate sta-
tistics, for example, it's not enough just to
detect a timeout, you need to forestall it.
One way to do this is to run a scheduled
task at intervals of 5 minutes less than the
application timeout to record the accu-
mulated data in a database and reset the
application-level counters. The scheduled
task must also reset the application time-
out clock so it would have to use the same
application name.. {%‘,

In Part 2 of this article we’ll look at:
« Back, Forward, Refresh, cloned win-
dows, and multiple Submits
e Proxy servers
» Users entering your site via an inner page
e Multiple sessions with different browsers
» Closing a session
« References and acknowledgments

About the Author
Philip Chalmers has been working in information
technology since the early 1970s. He's relatively new to
ColdFusion, but has specified, designed, and developed
systems on platforms ranging from mainframes to PCs
in about a dozen languages. His first technical publication
appeared in 1979, when he wrote several sections of the
Adabas Design Guide.
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I was 11 years old and | went to
see the greatest team in the world -
the New York Yankees — play in
Yankee Stadium.

I grew up listening to my brothers
tell tales of watching Mickey Mantle,
the head of the Yankee pantheon,
and of the unfortunate Roger Maris,
who, though great, never won the
hearts of Yankee fans. Unfortunately,
my life as a fan began during a hiatus
between periods of Yankee domi-
nance. Still, these were the New York
Yankees, this was Yankee Stadium,
and | was a huge fan.

Recollections are odd things. You
remember bits and snatches: the
smell of new-mown grass, the pat-
terns in the playing field made by
careful manicuring, the cry of ven-

What's the point of change for
the sake of change?

y first impressions of going to a professional
baseball game are still vivid.

dors barking, “Programs...get your
programs here...can't tell the play-
ers without your programs!” But |
knew all the players’ names and
numbers, knew their stats, and
knew where they'd grown up. (This
was before players were transferred
annually, so an investment in know-
ing your team made sense: you'd
see these same players year after
year.) | had no need for a program.

Today, though, I'd have to pore
over the program to make any sense
of the players. The baseball world
has changed faster than my ability
to keep up. In apparent obedience
to some lunar cycle, players change
teams with dizzying regularity. Who
wouldn’'t need a program?

Of course, such a rate of change
appears absolutely stodgy in the
world | now work in, where technol-
ogy changes so rapidly that virtually
any book is out of date by the time
it’s published. The latest technology
to appear is Web services.

Web services, we’re told, will
change everything. Unfortunately, we
were told this about last week’s
favored technology. In fact,
the phrase “This will change

everything” has become a
cliché, even a joke, wryly
used to mean the exact
opposite. What about Web
services? Are they doomed to
be just the latest in a succession of
great ideas that flashed onto the
scene and then were not so much
rejected as forgotten in the hoopla of
the next great thing’s publicity?

Unfortunately, it's impossible to
predict with any accuracy the fate of
Web services. Certainly their goals
are noble enough. Wouldn't we all
benefit from sharing of information
and collaboration of work? But

these goals aren’t new. They’ve had
predecessors — CORBA being per-
haps the best known - and they
have failed.

The reasons for failure or success
are never as simple as the reasons
usually given. Years ago the writer of
the Biblical book of Ecclesiastes
reflected on this: “I returned and
saw under the sun, that the race is
not to the swift, nor the battle to the
strong, neither yet bread to the
wise, nor yet riches to men of
understanding, nor yet favour to
men of skill; but time and chance
happeneth to them all.”

There are powerful, if little dis-
cussed, counterforces that are work-
ing against Web services. More than
one promising technology has with-
ered from lack of interest because the
politics of the situation undermined
it. The idea of you sharing with me is
more appealing than its necessary
converse, and whether the dreaded
“not invented here” syndrome will
defeat Web services is anyone’s guess.
Soothsaying in all aspects of life is
bad business.

If Web services do succeed, |
think they will do so because they
take a very different approach than
that of previous attempts to solve the
same problem. Web services have
the startling, unusual virtue of sim-
plicity. It’s startling because so many
technologies plunge into complexity
without ever looking back. Why?
Why this love of complexity? Despite
numerous failures where complex
solutions are attempted, our indus-
try seems drawn to complexity like a
moth to the flame - and often with
the same results.

The movers and shakers of tech-
nology love gadgets. | suspect most
of us do - complicated gadgets.
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They're fun and they engage our
attention. We're told that this newest
tool or method or model or technol-
ogy will solve problems that were
too tough for simpler means. The
new product’s abilities are touted as
far superior to marginally older,
simpler tools.

Yet after a time a pattern emerges:
a technology is introduced...we
scramble to learn it...hopefully we
master it. Or we at least try. The
truth is, we're probably a bit behind
the curve, still struggling to recover
from several product cycles back
when the latest, greatest technology
demanded our attention. But who
can argue that newer is better? That
more complex is better? Surely we
don’t wish to be Luddites, opposing
promising new technologies...

But the promoters of the new
technology are often the ones who,
just a short time ago, were touting
the benefits of what they now wish
us to set aside, leaving us on a path
of faster and faster change. Is
change always for the better? What's
really going on?

The first, most obvious, answer is
profit. If I sell you product A and you
like it, find it useful, and master it,
that’s good for you. But enough
about you; what about me? How can
| stave off my competition, to say
nothing of meeting Wall Street ana-
lysts’ famously short profit expecta-
tions, by having sold you a product?
I need to sell you a new one to keep
the cash flowing. In order to sell it, it
needs more features, more capabili-
ties, and, of course, it must be 100%
buzzword compliant.

So | introduce - hopefully to
great fanfare — product B. Product A,
which replaced an older, now for-
gotten product, is passé; product B
is what all the most fashionable
developers are using. | don't use the
word fashionable, of course. | prefer
words like competitive or cutting edge
or a breakthrough in technology.
We’re all used to this cycle. We
accept it. Sometimes we embrace it.
And we almost always accept the
idea that the more complex a tech-
nology is, the better it is. It's a
notion that has surprisingly little
evidence to support it.

New technologies have learning
curves associated with them. The
more complicated, the longer the

learning curve. The time required to
learn a new technology takes time
away from actually producing use-
ful items with it, a calculation we’re
seldom encouraged to make.

That may explain why people
want to sell a newer, more compli-
cated technology every week. Why
do we so often accept their ques-
tionable proposition? | think there
are at least four reasons that lead us
to accept added complexity with
only the flimsiest of justifications.

e

) {

First is the misplaced notion that
we're failures if we want to get off
the technological merry-go-round.
If we perceive that we are “real
developers” only in proportion to
our ability to play this high-tech
version of “Chicken,” we will forever
be at the mercy of vendors’ desires
to sell us newer versions of their
wares. Our significance as develop-
ers lies in our ability to fashion solu-
tions to clients’ real-world prob-
lems. We are developers, not mere
technology consumers.

Second is simple boredom. The
more complicated things are, the
more there is to learn, to do. A new
technology can be just the antidote
to more of the same. Actually, I'm
quite sympathetic to this. Few of us
want to do the same thing over and
over, but a better solution is to go
deeper into the craft of program-
ming, to learn how to make code
simpler and cleaner, rather than
acquiring a new tool to play with.

Third may be the misperception
that simple tools won’t help us
achieve the rich, complex work we
want to do. This myth isn't unique
to technology. Years ago George
Orwell lamented the trend to set
aside simple, English words in areas
of business, academia, and govern-
ment in favor for more complex
words and phrases, often Latin in
origin.

Commenting on the example
from Ecclesiastes | quoted above,
Orwell says that the majestic caden-
ces and simple prose of the original
translation would today be rendered
thus: “Objective considerations of
contemporary phenomena compel
the conclusion that success or fail-
ure in competitive activities exhibits
no tendency to be commensurate
with innate capacity, but that a con-
siderable element of the unpre-
dictable must invariably be taken
into account.”

Such a confusion of complexity
and sophistication is a stage of un-
derstanding many of us go through
and a few get stuck in. Years before
personal computers came on the
scene, | was a cabinetmaker. | worked
alongside craftsmen who were
highly accomplished and who had a
bevy of tools and machines to help
them work their wonders. | wanted
to be just like them. They took a
rough piece of wood and fed it
through a (power) surface planer to
make it smooth. They produced a
wonderfully straight edge by using a
(power) jointer, then turned that
wood to a (power) table saw to cut it
to the dimensions they needed.

But the owner of the shop was a
crusty Cape Codder who had some
very peculiar notions. For the first
year of my apprenticeship | wasn't
allowed to use a power tool, to say
nothing of the wondrous machines
the shop was filled with. When |
needed to fashion a piece of wood, |
took a rough piece of wood and a
hand plane.

If you've never tried this, | can
only assure you that it is a very diffi-
cult task. After hours of assaulting
the wood and thinking that I - final-
ly — had the knack of it, I'd find that
I had planed one end of the wood
thinner than the other. Or it was a
different thickness across its width.
If I was working with a piece of hard
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Despite numerous failures where

complex solutions are attempted,

our industry seems drawn to complexity

like a moth to a flame — and often

with the same results”

wood - oak, say, or cherry — the
plane blade dulled quickly and had
to be sharpened often.

What | was learning, though I
had no idea of it at the time, was that
a tool, properly used, was an exten-
sion of my hands. Over time | devel-
oped the ability to sharpen and
hone a plane to the point where |
could shave with it. | learned how to
read the grain in a piece of wood to
see how to best work it. Later, when
| “graduated” to using power tools
and machines, | marveled at the
wisdom of my boss, who was willing
to invest so much to teach me the
meaning of craftsmanship. | found

that often the best tool for the job
was a simple hand tool.

I also noted that people who
began with complicated tools often
never developed real mastery of
their craft. They were so busy fid-
dling with new router bits or shaper
blades (the woodworking world,
too, has its share of “kewl” stuff)
that they never developed a sense
for the work itself. Their knowledge
began and ended with what the tool
could do, and their work was less
the product of their creativity than
of the limitations of the tool. They
had fallen for the fallacy that simple
tools were good only for simple work.

The scope of their solutions to
problems was limited to what the
tool could do, not what they could
do.

When | moved to the high-tech
world, | was surprised to find that
many technology workers were also
defined by their tools and technolo-
gy. | was marvelously lucky to have
someone who insisted that | learn
the craft of woodworking so that |
could use my tools and not be
defined by their bounds.

I was equally fortunate to begin
my programming career working
with experienced developers who
believed that programming is not
primarily a matter of arrays and
data types. It is more fundamental.
Programming lets us build self-con-
sistent worlds of our own fashion-
ing. It is an act of great creativity.
Viewed thus, programming can be a
source of deep satisfaction and
enjoyment. We have a rich path to
follow, one that is defined by our
selves and not our tools. .

A4
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Everywhere we turn there’s
another article, another e-mail, and
another best practices - all of which
entail locking.

According to Macromedia: “If
you are not locking your shared
scoped variables, your application
will fail under load.” We're not going

REQUEST SCOPE

The request scope was intro-
duced in ColdFusion 4.5. It is
the same as the regular page
variables scope, but can also
be seen inside custom tags
called from that page.

How to Sidestep Locking

‘They’ say you should lock, but you
don’t really have to...

that is, application, session, and server variables that can

We all know we should lock our shared scoped variables -

be shared between multiple ColdFusion threads.

to get into why you should lock;
there are enough excellent articles
that cover that aspect. Rather, we're
going to give you some quick and
easy ways to get around it.

Locking Required

Get around locking? How can
that be? We have to lock our vari-
ables. Macromedia and a lot of
other people say we do. Well, not
entirely — the basic premise of lock-
ing shared scoped variables still
holds, so the answer is: “Don’t use
shared scoped variables.”

This article takes a look at the
problems with locking shared scoped
variables and explains how you
never have to explicitly lock them
again. It also explains how to make
session variables truly clusterable
without pain.

Application Variables

We've all used application vari-
ables for what we call global con-
stants, constants that are set once in
Application.cfm and are then used
throughout our program. Applica-
tion.datasource or Application.dsn
come to mind. When we consider that
not only do we have to lock all the
writes to this scope, but all the reads
as well, having every <CFQUERY>
use the Application.datasource
variable suddenly doesn't look very
good.

So stop! Throw out all application
variables...well, don’t throw them
away, but change them to a Request.-
App structure. Using this method of
coding, Request.App becomes a
global constant, which is always
available. You can also use other
request structures for other types of
global constants: Request.Site for
site mappings and variables for paths,

Request.Page for page constants. You
get the picture. When you place every
global constant into the Request.-
App structure within your Applica-
tion.cfm, you still have a very visual
way of noting what your global con-
stants are, but you've also totally
eliminated the need for locking.

Server Variables

To be honest, most people don't
use server variables, which are like
application variables, but are avail-
able to all applications named on a
particular server. Some people sug-
gest storing query recordsets, such
as all states, into a server-scoped
variable. But again, that requires a
lock to read as well. If you're using
server scope to store queries, cache
the queries instead, using the cached-
within attribute of the <CFQUERY>
tag. One good use for server vari-
ables we saw recently was for
caching things like CFDIRECTORY
and CFPOP.

Session Variables

Now it starts to get interesting.
The biggest problem with shared
scope and locking we developers
experience is when using session
scoped variables. What would you
say if we told you that, using one
variable, your developers would
never have to write to the session or
client scope again, and that at the
same time you could switch your ap-
plications from session-based to
client-based state management?
Interested? Keep reading.

Scenario One: Lazy Developers
We've all worked with “Joe” (the
name has been changed to protect
the innocent). Joe’s a good guy, and
afairly good developer, but he’s lazy.
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Programmers who use this

technique rapidly forget there

was ever such a thing as

. . . 77
client or session variables

Someone needs to look at Joe’s code
a lot since Joe hasn't been fully con-
vinced yet of the necessity of lock-
ing his session variables. While we
can (and certainly should in a devel-
opment environment) turn on the
CF Admin option that locks all
scopes so it always throws errors,
we want some better way to elimi-
nate worry about this.

Scenario Two: Clustering Complex

Session Variables
You've spent months working on

an application that went live last

month. You’ve used a lot of complex
structures in your session variables

and the app is smoking. Suddenly a

lot of users access your application

and your boss wants to cluster it.
The problem? Since you've writ-

ten the application using session

variables, you have only two options:

1. Implementing sticky sessions
on your load balancer (which
not only will keep all your users
on their original server, but is
exactly what your boss doesn’t
want).

2. Going into your code and replac-
ing all session variables with
client variables. Keep in mind
that you can't really just run a
search-and-replace since client
variables can't store complex
data structures except through
WDDX.

The situation described is exact-
ly what we came up against on an
application. We had a junior devel-
oper who wouldn't or couldn’t
understand about locking vari-
ables; three quarters of the way
through the project the powers that
be decided we had to make them
clusterable. We needed a solution
that would solve both problems.

www.ColdFusionJournal.com

The solution was a custom tag,
<CF_REQUEST>, that takes one at-
tribute, Type, which can be set to
“read” or “write.” It also takes a re-
quest scope flag (Request.Storage-
Type) that is set and used in Appli-
cation.cfm when you use the
<CFApplication> tag (see Listing 1).

By setting the Request.Storage-
Type variable, we could literally
pick and choose whether to run a
session-state or a client-state man-
agement application. If client scope
is required, set up Request.Storage-
Type to equal Client, which will in
turn run the <CFApplication> tag
that sets up the client-state man-
agement.

So much for worrying whether
the application needed to use ses-
sion or client variables in the app.
By using one variable, the problem
was solved.

Making Request Scope
“Permanent”

Then it was time for the more
interesting problem. We knew we
had to use the request scope for all
the reads and writes within the
application, but also knew that
request scope holds variables only
for the page calls and can’t store the
information. So we had to write the
request scope variables to either
client or session scope depending
on the Request.StorageType flag.

As stated above, <CF_REQUEST>
takes one attribute, “Type,” which
can be set to either read or write.
Depending on the attribute and the
Request.StorageType variable set in
Application.cfm, the request scope
can be used in all application devel-
opment and the program will de-
termine the best way to save the
variables between page calls (see
Listing 2).
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A switch statement based on the
Request.StorageType variable reads
either the client scope or the ses-
sion scope into a temporary vari-
able. The tag then loops through the
temporary variable structure and
makes sure that the structure being
copied doesn’'t belong to a global
constant or a read-only variable
(after all, these are always available
and don't need to be saved between
page calls). At the end, the tempo-
rary structure is deleted and there is
now a copy of either the client
structure or the session structure in
the request scope (see Listing 3).
The write portion of CF_Request
works in much the same way, ex-
cept that instead of reading to the
request scope, it writes from re-
quest scope to either session scope
or client scope. The write also
makes sure that global constants
don't get written to the session or
client scope by comparing the
structure against the nocopy list.

The calls to the custom tag need
to come in three places. In Appli-
cation.cfm, right after the imple-
mentation of the CFApplication tag,
the following call should be inserted:

<cf_request type="read">

The write portion (<cf_request
type=“write”> has to be called
twice. It needs to go into your
onRequestEnd.cfm so that all vari-
ables called and written during a
page call can be placed in the prop-
er scope. It also needs to go just
before any call to <CFLOCATION> —
this is because any call to CFLOCA-
TION won't run onRequestEnd. For
simplicity’s sake, we used the cus-
tom tag <CF_Location> (found on
the fusebox.org site) and added the
call into this tag just before the
actual location took place.

Are there any problems with this
system? We haven't found any that

</ cf case>

relate technically. Reading and writ-
ing to the various scopes happens
very quickly. The only problem we
found is that programmers who use
this technique rapidly forget there
was ever such a thing as client or
session variables. In retrospect, that
hasn’t been so bad...

Resources

e Locking in CFML: www.depress
edpress.com/DepressedPress/
Content/ColdFusion/Guides/Lock
ing/Index.cfm

e ColdFusion Locking Best Prac-
tices:www.macromedia.com/
vl/handlers/index.cfm?ID=1731
8&Method=Full&Cache=0Off

e <cf_request>: www.shayna.com/
index.cfm?fuseaction=coldfusion

@ SLCLARK@SHAYNA.COM

@ MICHAEL@TERATECH . COM

Listing 1: Application.cfm

<cf param nane="Request . St or ageType" defaul t =" Sessi on">

<cfcase val ue="Session">
<cfapplication nane="DenpApp"
cli ent managenent =" No"
sessi onmanagenent =" Yes"
setclientcooki es="Yes"

<cfsw tch expression="#Request. St orageType#" >
<cfcase value="Client">
<cfapplicati on nane="DenpApp"
cl i ent managenent =" Yes"
sessi onmanagenent =" No"
setcl i ent cooki es="Yes"
clientstorage="StorageDB" >

sessi onti meout =#Cr eat eTi meSpan( 0, 0, 20, 0) #>
</ cfcase>

</ cfsw tch>

<CF_Request type="read">

services
world tour




Listing 2: Read Portion of <CF_Request>

<cfparam attributes.type="read">

<l---  Set up list of structures that are global constants
and don't need to be witten --->

<cfset nocopy="page, app, site, cfid, cftoken, sessionid,urlto-
ken, checkl ast vi si t, St orageType" >

<cfswitch expression="#attributes.type#">
<cf case val ue="read">

<l--- Now choose whether to read from Cient or Session
Variables --->
<cfsw tch expressi on="#Request . St or ageType#" >
<l--- If we are using Cient Variables. --->
<cfcase value="Client">
<l--- Read the structure fromthe Cient Variables

using WDDX - -->
<cfwddx acti on="WDDX2CFM."
out put =" Tenp" >
</ cfcase>

i nput ="#C i ent. Request #"

<l--- If we are using Session Variables. --->
<cfcase val ue="Sessi on">
<cfl ock scope="SESSI ON' type="ReadOnly" timeout="30">
<cf set Tenp=Dupl i cat e( Sessi on. Request ) >
</ cfl ock>
</ cfcase>
</cfsw tch>

<cfif isDefined(' Tenp')>
<l--- Now copy tenporary variable to Request Scope --->
<cfset keystostruct=structkeyarray(tenp)>
<cfloop index="i" from="1"
to="#ArrayLen(keysToStruct)#">
<l--- As long as the tenporary variable is not one of
the no copy structures. --->
<cfif listfindnocase(nocopy, keystostruct[i])>

<cfset "Request.#keysToStruct[i]#" =
#dupl i cat e(tenp[ keystostruct[i]])#>
</cfif>
</ cfl oop>
<l--- dear Teer Structure --->
<cfset Tenp=""
</cfif>
</ cfcase>

</cfsw tch>

Listing 3: Write Portion of CF_Request

Set up list of structures that are global constants
and don't need to be witten --->

<cfset nocopy="page, app, site, cfid, cftoken, sessionid,urlto-
ken, checkl astvi si t, St orageType" >

<l---

<cfswi tch expression="#attributes.type#">
<cfcase value="write">
<l--- Gab the keys to the request structure. --->
<cfset keystostruct=structkeyarray(request)>

<l--- Set up a tenporary structure. --->
<cfset Tenmp=Struct New()>

<l--- Loop through the Request Structure. --->
<cfloop index="i" from"1" to="#ArraylLen(keysToStruct)#">
<l--- As long as the request variable is not one of the
no copy structures. --->
<cfif listfindnocase(nocopy, keystostruct[i])>
<l--- Copy that particular structure to the tenporary
structure using the duplicate() function --->
<cfset "Tenp.#keysToStruct[i]#" =
#dupl i cat e(request [ keystostruct[i]])#>
</cfif>
</ cfl oop>
<l--- Now choose how to save the structure --->
<cfsw tch expression="#Request. St or ageType#">
<l--- If we are using Cient Variables. --->
<cfcase value="Client">
<l--- Wite the structure to Cient Variables using
WDDX - - - >
<cfwddx action="CFM.2WDDX" i nput =" #Tenp#"
out put="d i ent.Request"> --->
</ cfcase>
<l--- If we are using Session Variables. --->

<cfcase val ue="Session">
<cfl ock scope="SESSI ON' type="Excl usive"
<cfset Session. Request=Dupli cate(Tenp)>

ti meout =" 30" >

</ cfl ock>
</ cf case> CODE
</ cfsw tch> LISTING

P22 D)
</ cf case>

</cfsw tch>
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GoldFusion fﬁﬂtlll‘l!

By Tom PEER

SIOn

S bn this in the past,
t enough!]
I 0ode is fun, and therein
gest problem. It’s too easy
3y Writing code to do things
appening in the database itself
ldn’t be happening at all. It’s also
)use. You can get up and running
dy, and get into trouble even quick-
nes experienced developers get car-
‘trying to do too much; beginners
it to run before they can walk.
'I came across a site where a simple
\ -- f news stories was taking a quarter of a
, | wasn't sure that writing their own
—cachlng mechanism in ColdFusion was
q rely the right approach. | called a timeout —
bmorning to go over the basics. One simple
run of the Query Analyzer diagnosed the prob-
‘lem: a date field was being used in a sort clause
" without an index.

The query time was reduced to around 15ms
— around 6ms database time plus the ODBC
overhe you use SQL Server, the Query
Analyzer is atc lLyou should learn to love. As a
basic rule, any guery.that does more than select
a single record using a primary as the criterion

will probably benefit from some sort of index.
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Using it couldn’t be simpler — simply
open awindow, enter your SQL query text
and then press Ctrl + | to run an index
analysis (see Figure 1). In SQL Server ver-
sions 7 and up it's become an invaluable
tool. You can also take a look at the path
analysis and turn on the “Show stats time”
option in the Query->Current Connection
Options dialog.

It's useful, but in a publishing application
there’s only so much you can do to tune
database performance. You can get too wor-
ried about optimization — youre pushing
about large text strings and that takes time.
Hard-core optimization is more relevant in
financial and engineering applications where
the database is summarizing and calculat-
ing vast numbers of small records.

You’re more likely to achieve better re-
sults if you concentrate your efforts on
your ColdFusion code. ColdFusion offers
two powerful ways of caching queries: the
“cached within” feature and caching in a
shared scope. Many developers aren't aware
that you can cache any ColdFusion object
in the application scope; structs and queries
can just as easily be cached as scalar vari-
ables. You can cache queries that are un-
likely to change in application.cfm:
<cfif NOT
| sDef i ned("appl i cation. courses")>

<cfquery nanme="courses" data-
sour ce="#appl i cati on. dsn#">

SELECT * FROM COURSES

ORDER BY COURSE

</ cfquery>

<cflock scope="application"
type="excl usi ve" tinmeout="10">
<cfset application.courses =
cour ses>
</ cfl ock>
</cfif>

(The locking after the query is vitally
important; see article 20370 in the
ColdFusion knowledgebase.)

By putting the actual query and assign-
ment above into a separate include file and
calling it whenever the table is affected,
you can create your own full-fledged cache
server. Alternatively, you can convert the
query to a struct keyed by the primary key
of the database table and put the struct
into the application scope. There are cus-
tom tags in the developer’s exchange to do
this, but it's almost quicker to do it yourself.

Don'’t be scared of using the applica-
tion scope. Memory’s cheap and down-
time isn’'t. If your entire database is only
half a gigabyte and you have 2GB in your
server, why not load it into the applica-
tion scope?

www. ColdFusionJournal.com

Usually it’s best to mix this approach
with the cached within approach. Say you
have a database of two thousand suppliers,
listed by region, together with the services
they offer. You want to use the “startrow,
endrow” parameters of <CFOUTPUT> to
show fifty at a time, but this means fetching
the entire listing in the query, which takes
nearly 150ms.

In this case you could put the fields you
need for the listing in an application-level
query and then, on a separate “view” page,
select the main details in a separate query
that you apply the cached within parame-
ter to. This parameter of <CFQUERY> is
one of ColdFusion’s best features. It can
send your sysadmin into a blind panic when
he or she sees CF taking up 800MB (“It’s got
aleak!”), but it’s so simple to use compared
to rival offerings.

One technique I use all the time, caching
formatted output, is a little more contentious.
Say, for instance, you have fields in your
supplier database for TEL, FAX, EMAIL,
WEB - any of which may be blank or need
formatting. In a listing page of fifty records
this can take time. On one of my pages it was
taking too much time just to do a simple list.
My solution? Rather than copy the whole
query into the application scope, | created a
new query (see the Query-New() function)
with fields for the primary key and format-
ted display.

Even more contentious: sometimes | put
the formatted output back into the data-
base. | do this all the time where the data-
base is storing XML and | need to convert
to HTML. Converting a page on the fly
takes around 400ms (assuming XSL doesn’t
get stuck in an endless loop) and display-
ing a cached query takes less than 1ms.

This may sound like a lash-up (I less than
impressed an old college friend who followed
a slightly more formal

Don’t be scared of
using the application
scope. Memory’s
cheap and downtime
isn’t. If your entire
database is only half
a gigabyte and you
have 2GB in your
server, why not load it
into the application

73
scope”?

career), but this is how '_‘!r
thereally expensive appli- [ = @
cation servers work. Sure,
they won't store large 2
chunks of HTML in the
database; they’ll store
serialized Java objects,

41 -J' Pl e raps i byl sy gt sty [ atmy e s ool ot o et

Fibl IEs]

but at least the HTML
will still work when
somebody changes the

n
o PO 76 e 1 it ] o] [P by e | j

code. (Application servers
store objects in a format

4

that depends on the object

o 1 e

definition [your code].
When you change that
definition, the entire object store can be ren-
dered unusable. It’s very problematic, and
I've seen plenty of implementations of
expensive object servers where almost all
the data is stored in plain SQL tables.)

MQL Server Query Analyzer recommending an index
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Note: With reference to Ben Forta’s
February CFDJ article (“Faster and Safer
Database Queries,” Vol. 4, issue 2), you
can't cache a query that uses a QUERY-
PARAM tag. You can, though, achieve the
same security against malicious URLs by
ensuring that all your

mreating a view in the Enterprise administrator

‘ ‘ No matter how
cheap memory
gets, you do still
need to apply a
certain amount of

discipline to your

¥n FDwnign Ve caurses_schonk oot tables have a numer-
= [y =T - = [=| % ic primary key and
—| then validating any
il B j variables used in SQL
i X queries with an “Is-
ALMEHS - . ” ,
—- x [ et L) Numeric()” test. It's
P one more reason why
o \oese = all database tables
should have anumer-

i .| icprimary key.
o [ e Takde [t |G By - No matter how
coura p— G By || cheap memory gets,
nreoiy_id PN _EChecl coumen aceooie jn i youdostillneedtoap—
| Llﬂ plya}cgrte_lin amount
of discipline to your
coding. One of the

most common caus-
es of database prob-
lems is fetching too much data from the
database. Using derived tables and other
advanced SQL constructs, you should be
able to avoid fetching vast amounts of
query data and looping over it.

A typical derived table query looks
something like this:

SELECT TOP 1 A NEWS_ID, A HEADLINE,
A. STORY FROM NEWS AS A,

(SELECT NEWS ID FROM NEWS CATE-
GORI ES JON

WHERE CATEGORY ID IN (#cat |ist#)) AS
B

VWHERE A.NEWS_ | D = B. NEWS_| D
ORDER BY A. PUBDATE DESC

. 73
coding o

This will select a record from a cor-
rectly built many-to-many join (of which
much more later) when a GROUP BY
can't be used (i.e., with long text fields).
- - 2 _ Thisis justasimple
i SCHOOL  ADDRESS  WEB COURSES ggiﬁg%zgizgzssﬁf

2 [ABA Flying  Bagegn Ml v il P=LIRNT, WTOL
3 |AABFlyieg  Gabhwick i PELIR ly well here and run
i AACFlyisg  Hollers w aacilying T as quickly); derived

tables are most effec-

Typical raw data

ML

tive when some sort
of calculation needs
to be performed, per-
haps a summation
oracount. Ifyou find

| g | e, | Sl | il
]

I TEED

otk v b

v | ]l I Foetind |
% DR

the idea of working
with tables that don't
exist a little fright-
ening, you canoften
=l| achieve the same af-
fect by using a view,

TITTITE
LLENTRNT

Mlard-coded" data used as field names
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a stored query that

can be queried and joined just like a
standard table (see Figure 2).

Often underused, views are a great tool
for making both your SQL and your CF
code as simple as possible. They’re second
nature to anyone who’s come to SQL
Server from Access (where they’re known
as queries), but experienced program-
mers who have been using old-style data-
bases often prefer to do everything in one
query. Using views is usually quicker than
performing joins or summaries at run-
time. | saw a job advertisement recently
that said “must be able to write join
queries without using visual tools” and |
thought: “Why?” There’s no benefit, save
a few techy kudos.

If you do need to loop over entire tables,
try to avoid fetching the data into Cold-
Fusion. Database cursors (described by
lan Rutherford in “Using MS-SQL Stored
Procedures with ColdFusion,” CFDJ Vol. 4,
issue 2) will run much faster than drag-
ging data into ColdFusion, processing it,
and then running an update. It also won’t
take up a ColdFusion thread or valuable
network capacity.

Speed Isn’t Everything

As important as optimization is, some-
times there’s too much focus on saving a
millisecond here or cutting down white
space there at the expense of properly
structured code and databases. The key to
software engineering, as in all engineer-
ing, is to keep it simple, and the main aim
in a ColdFusion development should be
no different from any other project: to
keep the code to a minimum.

It's this discipline of keeping things
simple that’s the most important part of
building reliable and scalable sites. It may
seem strange, but sometimes code that
runs slower can make for better Web
sites. Take, for example, what for me is
the litmus test of good database design:
the use of many-to-many joins. A typical
database application might be a listing of
schools and the courses they offer. The
original data, as always, is in Excel, look-
ing something like the example in Figure 3.
The experienced developer will recognize
the need for a separate table of courses
and a third “join” table indicating which
schools have which courses.

The temptation, though, is simply to
import it into the database and use it
as is, relying on ColdFusion’s list han-
dling to determine which courses are
offered by which schools. That would be
bad, but what would be even worse
would be some attempt to code the
courses offered as separate database
fields (see Figure 4).
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Why you shouldn't do this is hard
to explain, although it’s simple: in a
SELECT query it’ll run two to three
times as fast as using a many-to-
many join, and it’s easy to program
using ColdFusion Studio. You just
point the wizards at the right table
and five minutes later you’re done.
But by doing something like this,
you have hard-coded “data” into the
“structure” of your system. To build
truly scalable systems, you need to
keep a very definite division between
the structure and the data. The
Golden Rule is this: if your Cold-
Fusion code is completely separate
from your database, then your sys-
tem will scale. If you've hard-coded
data as fieldnames — you just can't
do this — your data is inextricably
tied up with your application.

Using ColdFusion, it isn’'t always
possible to adhere to the strict three-
tier model (database, application,
presentation), but creating a divi-
sion between the structure and the
data is still a must. You should be
able to edit the data directly with-
out using your ColdFusion applica-
tion and still see the changes re-
flected on your site.

So, for instance, were you to add
anew course to the table of courses,
your site should display that course
wherever relevant. Often this does-
n't happen; data fields are hard-
coded and the layout of the pages is
dependent on the data structure.

Sometimes you might use the
ColdFusion application to enforce
certain database rules —for instance,
that a salesperson can have a maxi-
mum of only 10 customers. This is
fine. In fact, database theorists call
such a rule an application rule for
the very reason that it doesn't affect
the underlying data. If a salesperson
had 11 clients it wouldn't affect the
data in any way. But if the only way
you could add or remove clients was
through the ColdFusion-based Web
interface, then something would be
amiss.

A simple example like the one
shown in Figure 4 doesn't really
illustrate the necessity of relational
design. Once you’re bug-free, the
example will run faster than a rela-
tional design, and it will scale. It's
simple and, above all, that’s what
matters.

You wouldn’t have to get much
more complicated before a flat file
system like this would start to break

www.ColdFusionJournal.com

down, though. It’s not just raw per-
formance that’s the issue - the
extra complexity of the code and
the difficulties in making changes
will all contribute in different ways
to a lack of scalability. If a system
relies on a single overworked devel-
oper to make simple changes, then
it won't be scalable no matter how
optimized the code.

As with any rule, the one about
keeping the data separate from the
code is easily broken. It’s quite pos-
sible to make such a convoluted
mess of triggers, derived tables,
cursor loops, and other database
constructs that no amount of pro-
cessing power will save you. Keep
it simple, though, and it will scale.

Easy in Theory

Although it makes things sim-
pler in the database system, rela-
tional design can, if you're not care-
ful, make things more complicated
in the Web application. Using sepa-
rate tables for many-to-many joins
requires extra INSERT queries, and
SELECT functions often have to
employ grouping, subselects, or
derived tables.

Perhaps the principal reason many-
to-many joins don't get used is that
most database editing systems don’t
have a standard component for im-
plementing them. Access doesn't (you
have to create a subform or use some
VB), and if you're using HTML forms,
you unfortunately can’t use the
“query” attribute of <CFSELECT> as
it doesn’t support multiple values for
“selected”. You can, however, use a
simple loop:

<cfsel ect nanme="course_id" nul-

tiple="Yes">
<cf out put

tion.courses">

query="appli ca-

<option
#ii f (Li stFind("#current_val s#",
courses_id),
DE("sel ected"), DE(""))#
val ue="#cour ses_i d#" >#cour se#
</ cf out put >
</ cfsel ect>

Alternatively, you can use check-
boxes; another effective device for
editing many-to-many joins is a swap
box. It's especially useful when you
have many possible options to choose
from, and it's more intuitive than mul-
tiple select boxes where the user has
to control—click (see Figure 5).
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There are several cus-

tom tags to do this in the IR 3y MNT
developer’s exchange, and WTOL FFL
my own <CF_SWAPBOX> is

available from my site (see <4

“Resources” section). It has
almost identical syntax to
CFSELECT, and also sup-
ports multiple values for
“selected”.

One thing you can’t do much about
is the complexity of inserting and
updating the “join” tables (the third
table used for many-to-many joins).
You can cut down the number of
queries needed by using an “insert
into” with a subselect, for example:

I NSERT | NTO COURSES_SCHOCOLS_JO N
(COURSES_I D, SCHOOLS ID) SELECT
COURSES_| D, #f or m SCHOOLS_| D#
FROM COURSES WHERE COURSES I D IN
(#f orm cour ses_i d#)

but this won't run any faster than
using multiple inserts in the same
query. Nor can you run this as a
stored procedure (you can't pass a
list of integer primary keys as a VAR-
CHAR and then use it in a subse-
lect), nor can you use the <CFQUERY-
PARAM> tag. It's best just to run a
separate insert for each row of the
join table.

Perhaps, though, the biggest obsta-
cle to correct database design isn't a
technical one, but the very familiar
problem of client demands. Before
you can build a sound database,
you need to convince the client that
that’s what’s needed. The tempta-
tion for clients is to think of their
Web site like a magazine: “l want to
put that over there, that over there.”
Convincing clients they need to “think
data” is the hardest part of any project.

In the most difficult project | ever
worked on, the editor of the site was
so incensed at no longer being able
to work on the HTML pages himself
that he got hold of the administrator
password and replaced all the
ColdFusion code with HTML pages
hed “saved as” from his browser. All
the dynamic functions duly broke,
but because the site still looked the
same as it did before, the client
never really understood what had
happened. As far as he was con-
cerned, my code didn't work. The
editor was there to edit pages and
that was what he was doing.

The concept of changing a page
not by editing the page itself, but by

M swapbox control

editing a separate data system, is a
surprisingly difficult conceptual hur-
dle for many people. It’s such a sim-
ple concept that it’s easy to forget
how revolutionary it is. Those who
have come from a print media
background aren’t going to buy into
the database idea until they’ve had
that hallelujah moment and seen
just what an impact information
systems can have. Until that time
they’re going to find using a data-
base frustrating and too inflexible.

If your client isn’'t of the database
mind-set when you start a project,
it’s vital that you help him or her see
the light before you start program-
ming. Otherwise you’ll end up put-
ting in hooks and hacks to try and
satisfy client demands (“sometimes
we might want to do something dif-
ferent”). They’ll come back to haunt
you.

I've found that the most important
ingredient of a successful site isn't the
design or my code, but getting the
client used to the idea of editing a
database. A client who comes to you
not with ideas for “new pages” but a
“new section” and a sketch of the
underlying data is worth more than
any amount of milliseconds saved from
a database query. {%,

Resources

e To download <CF_SWAPBOX>:
www.articlemanager.com/down
load.cfm

e A good guide to relational data-
base design: Hernandez, M.J.
(1997). Database Design for Mere
Mortals. Addison-Wesley.
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A More Thorough Debugging

BY
ERIC
BRANCACCIO

CFDJ APRIL

Some often overlooked techniques to
improve your applications

ColdFusion provides developers
with many useful and powerful
debugging techniques. If | find that
part of an application isn’t function-
ing the way | expect, | can usually
use one or more of them to target
the problem.

| consider debugging to mean
much more than targeting obvious
malfunctions in an application. It
also involves taking into account
performance and security, and mak-
ing sure that execution time of all
pages is optimal and that no part of
the application is vulnerable to
malicious attacks.

Obviously, you could write an
entire book on performance and
security checks, but | hope to share
some of the ones | feel are most
important and most often over-
looked. An application could seem to
be functioning fine, but it could still
be inefficient and unsafe once its
opened up to the outside world. | go
through several distinct procedures
to make sure my code is bug-free.

First | configure my development
environment to give me as much
feedback as possible about the pages
being processed. This includes en-
abling all debug output to be append-
ed to each processed page. From the
security/performance standpoint this
tells me a lot about execution time,
and it lets me see all form, URL, and
browser variables, which should
always be dealt with carefully. This
article discusses some of the prac-
tices | use, once this is in place, to
keep my code fast and safe.

Paramaterized Queries and Bind
Variables

| believe that database interac-
tion is the area in which most devel-
opers can improve their coding
techniques. Many performance and
security issues arise when commu-

| hen an application is functioning exactly as
expected, does that mean it’s bug-free?
Not necessarily.

nicating with a database. | develop
the majority of my applications using
an Oracle 8.1.6 database. The <CF-
QUERYPARAM> tag provides tremen-
dous performance and security
benefits when used with this data-
base because it enables the use of
bind variables in queries.

Before ColdFusion 4.5.1 the only
way to implement bind variables
was to write a stored procedure. For
example, if | want to insert a large
block of text into my database, I'd
have to write a pl/sql block or a
stored procedure to convert a literal
to a bind variable like this:

DECLARE Long_Text
BEG N
Long_Text :=

' #LongText Vari abl e#" ;

LONG

The introduction of the <CF-
QUERYPARAM> tag made the process
much more manageable. It’s possi-
ble to code an entire application
without using a bind variable, but
I've found that using them within
my queries has resulted in perfor-
mance increases of up to 700%. The
reason for this performance increase
lies in Oracle’s execution path.

Let’s look at the following query:

<CFQUERY DATASOQURCE = "dsn">
SELECT survey_nane

FROM survey

WHERE survey_id = #session. sur-
vey_i d#

</ CFQUERY>

If the survey table contains
50,000 records, depending on the
session variable, the SQL statement
generated by ColdFusion Server will
be something like this:

SELECT survey_nane FROM survey
WHERE survey_id = 34791

When the Oracle database receives
this statement, it must decide on an
execution path for retrieving the
data. The path it finds is the optimal
way for it to retrieve the data from
the table. For example, it would be
more optimal to do an index read
than a full table scan.

The execution path that Oracle
generates can be represented as a
tree structure in which each node
represents an operation. This path
can be analyzed by using Oracle’s
EXPLAIN PLAN command. To mini-
mize the time it takes to find this
optimal execution path, Oracle keeps
a cache of queries and their optimal
execution paths. Each value for the
session variable above will result in a
different cache entry, however, so not
much time will be saved.

The key to taking advantage of
Oracle’s caching of queries and their
execution paths is use of the <CF-
QUERYPARAM> tag, which will pass
the session variable to the database
as a bind variable. Optimizing the
query above, it becomes:

<CFQUERY DATASOURCE = "dsn">
SELECT survey_namne

FROM sur vey

VWHERE survey_id = <CFQUERYPARAM
VALUE = "#session.survey_id#"

CFSQLTYPE = "CF_SQL_NUMERI C'
MAXLENGTH = "5">
</ CFQUERY>

The query that’s sent to the data-
base is now:

SELECT survey_nanme FROM survey
WHERE survey_id =: 1

The “: 1” that’s substituted in the
query is a parameter reference, so
now there will be only one cache
entry and corresponding execution
plan for every possible value of the

www.ColdFusionJournal.com



session variable. When dealing with
large tables, the SQL cache will fill
up very fast if bind variables aren’'t
used. Performance will be lost since
the CPU will be busy parsing so
many different execution plans.

Using the <CFQUERYPARAM> tag
also takes care of handling potential-
ly unsafe data, primarily FORM, URL,
COOKIE, and browser variables,
which can be especially threatening
when we use them to interact with
our database. Many applications
include queries that contain FORM
or URL variables. | once came across
an application that would log in users
with a query like:

<CFQUERY DATASOURCE = "dsn"
NAME = "checkusers">

SELECT *

FROM user s

WHERE user_nane =

* #FORM user _nane#’

AND password = ‘ #FORM passwor d#’

</ CFQUERY>

<CFl F CHECKUSERS. RECCRDCONT |'S 1>
<!--- Login is valid --->

</ CFI F>

Clearly this query would be very
vulnerable to a malicious attack
and is a very insecure login
method. If someone were to modify
the contents of the FORM.pass-
word variable to something like:

"( SELECT password FROM users
VWHERE user_nanme = ‘jdoe’ )"

they could log in as any user whose
username they happen to know. A
simple solution to this problem
would be to use a parameterized

query:

<CFQUERY DATASOURCE = "dsn">
SELECT user _nane

FROM user s

WHERE user _nane = <CFQUERYPARAM
VALUE = " #FORM user _nane#"
CFSQLTYPE = " CF_SQL_VARCHAR'
MAXLENGTH = "10">

AND password = <CFQUERYPARAM
VALUE = " #FORM passwor d#"
CFSQLTYPE = " CF_SQL_VARCHAR'
MAXLENGTH = "10">

</ CFQUERY>

Now if a string longer than length 10
is passed in, an error will be thrown
and the query won't be executed.
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There are situations in which
parameterized queries aren't the
right choice. In the previous exam-
ple the session variable will change
often depending on which of the
50,000 surveys is being accessed.
Let’s consider a situation in which
we are writing a query based on a
variable that can have only a few
values:

<CFQUERY DATASOURCE = "dsn"
CACHEDW THI N = " #CREATETI MES
PAN(O, 1, 0, 0) #">

SELECT state_nane

FROM st at es

WHERE region_id = #region_id#
</ CFQUERY>

In this situation it’s most efficient to
cache the query.

There are a few final things | want to
touch on concerning database interac-
tion. Make sure to pay close attention
to the query execution time in the
debug output. Sometimes simply reor-
ganizing the order of the SQL clauses
can give a performance gain, so all pos-
sible structuring of a SQL statement
should be tested. Also, when you
expect a large amount of rows to be
returned, make sure to specify a block-
factor. This will reduce unnecessary
trips to the database and can cut down
execution time substantially.

GetTickCount( )

The GetTickCount( ) function is
a valuable tool for analyzing code
performance. ColdFusion Server
allows a developer to get the execu-
tion time of entire templates, but
often we need to get the execution
time of specific pieces of code within
atemplate. | use the GetTickCount( )
function along with the IsDebug-
Mode( ) function throughout my
applications so | can get feedback
on every bit of processing that
ColdFusion Server will perform. |
surround blocks of code that I'm
analyzing like this:

<CFI F | sDebughVbde( ) >

<CFSET GetTickCount( ) = t1>

</ CFl F>

<l- - - Code Block Here - - ->
<CFI F | sDebughbde( ) >

<CFSET Total Tine =

Get Ti ckCount () — t1>
<CFOUTPUT>#Tot al Ti me#</ CFOUTPUT>
</ CFl F>
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The IsDebug( ) function is used
to test whether debugging has
been enabled. If this function returns
false, the variable “TotalTime” won't
be displayed. This practice is very
useful, especially on pages when a
lot of server-side processing is
being done. It tells a developer the
most efficient coding techniques
to use to accomplish certain tasks.
It's a good idea to write a custom
tag to time code blocks so you can
analyze blocks of code like this (see
Listings 1 and 2):

<CF_TI METEST>
Code Bl ock Here
</ CF_TI METEST>

<l--- e

Server-Side Validation

If security is an issue, all data
validation should be performed on
the server side. Client-side valida-
tion is functionally fine, but it can
easily be bypassed. Here are some
server-side validation techniques |
use to make sure the data I use is
safe. First | make sure every request
is coming from my server:

<cfif not Find( "nyDomai nNanme",
CGE . HTTP_Referrer)>

<! --- This has not conme from
ny server --->

This check alone is still not good
enough because the http_referrer is a
client variable and can be modified. A
developer must look at every variable
being handled and ask: “How could
this variable have unwanted effects
on my application?” It's important to
check for the existence of all variables
using the IsDefined( ) function. Then
| use the <CFPARAM> tag, not to
assign a default value if one doesn’t
exist, but to validate the data type:

<CFPARAM NAME = "user_id" TYPE
= "nuneric">

Not only does specifying a data
type speed up processing, but also,
if the user_id variable isn't numeric,
ColdFusion will throw an error.

| believe it's important to become
familiar with Regular Expressions.
Often when | handle string data | need
to put some complex validation rules
in place, and the use of Regular
Expressions facilitates this. For exam-

ple, any variable that will be outputted
on a page should be checked to make
sure it doesn't contain any HTML tags
other than <B> or <I>. If a </td> or a
</div> tag is outputted on a page, it
can ruin the display of the page. | have
come across so many message board
applications in which a user can post
some text with a hyperlink that starts
an infinite loop of window.open( )
calls and crashes the user’s browser. A
simple fix for problems like these,
using Regular Expressions, is:

<CFSET Text ToBeDi spl ayed =

RERepl aceNoCase( FORM Text ToBeDi s
played, " (<[/]1?2["BI1>) [ (<[ ]([">
19> (<1 ([*>1{2,})>","", "ALL") >

For numeric data | always check it
first with the Val(') function. This re-
turns either a number or zero (if the
string passed in can't be converted to
a number). This is useful because
some values that ColdFusion con-
siders to be numeric could have un-
desired results if handed off to a
database. The Val() function converts
these values to a number:

<CFSET MyNum = "5d3">

<CFPARAM NAME = "M/Nuni TYPE =

"nuneric">

<CFSET MyNum = Val (MyNum) >

<CFOUTPUT> #M/Num# </ CFOUTPUT>

<! --- 500 will be printed --->
| then make sure the length and

range of the number are consistent

with what I’'m expecting.

Clearly, data validation is some-
thing that must be done; however, if
it’s performed on the client side, it’s
basically worthless protection against
people who are purposely trying to
disrupt your site.

Encrypting and Encoding

I believe in encrypting all URL
and FORM and form variables. This
makes it much more difficult for
someone to tamper with an appli-
cation. For example:

<input type = "hidden" name =
"user_id" value = "25"> or
http:// M/Domai n/ vi ewdocurnent . cf m
?doc_i d=2352

These would give a user much more
information than:
<input type = "hidden"
"user_id" value =
"04J039MP384N' > or
http:// MyDomai n/ vi ewdocunent . cf m
?doc_i d=098HT9BNF893

nanme =

ColdFusion provides the Encrypt
() and Decrypt( ) functions, but |
recommend developing your own
tag, which should include some
sort of check to make sure the data
hasn't been changed between the
encryption and decryption process.

Not only should URL variables
be encrypted, but they should be
encoded as well, using the URL-
EncodedFormat( ). This will ensure
all characters that could cause
problems will be escaped.

A stronger form of encryption
can be achieved through the Hash()
function. This can be used only to
compare values since there’s no way
to decrypt the string. | use this occa-
sionally as a way to check whether
certain values have been changed.

A thorough debugging is a vital
part of the development process. In
many instances an application that
my team developed ran perfectly in
the test environment. Once we
opened it up to the world, however,
various problems would arise — pri-
marily database performance prob-
lems due to the CPU on our Oracle
box parsing so many execution plans.
Even the load testing we did while
testing failed to reveal this problem.

To improve our security | began
logging all queries to better under-
stand the attacks on our systems.
This taught me all sorts of new meth-
ods for protecting my applications.
Choosing the code-checking tech-
niques | thought were most impor-
tant and at the same time most infre-
quently used by most developers was
a difficult task. Hopefully these tech-
niques will improve the overall qual-

ity of your applications. ,%,

E_BRANCACCIO@ACS.ORG
@ :
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Listing 1: ArrayBuild.cfm #ti mel#ms

<br>
<l'--- Exanpl e showi ng use of customtag to test perfornance .
#t 1 me2#ms
cooS
</ CFOUTPUT>
<l--- tinmel will be faster --- >
<CFQUERY DATASOURCE = "#dsn#" NAME = "queryl">
SELECT Answer _id Listing 2: TimeTest.cfm
FROM answer <l--- Throw an error if no closing tag is detected --->
</ CFQUERY> <CFI F NOT Thi sTag. HasEndTag>

<CFABORT SHOWERROR="You need to supply a
closing& t; CF_TinmeTest&gt; tag.">

<CF_TI METEST> </ CFI E>
<cfset MyArray = ArrayNew(2)> <CFSET REQUEST. Total Tine = "">
<cfloop from= "1" to = "#queryl.recordcount#" index = "i"> | <CFSW TCH expression = "#Thi sTag. Executi onMode#" >

<cfset MyArray[1][i] = queryl.answer_id[i]> <CFCASE val ue= 'start'>
</ cfloop> <CFSET t1 = GetTickCount () >
</ CF_TI METEST> </ CFCASE>

<CFCASE val ue='end"' >
<l--- tag returns totaltine ---> <CFSET REQUEST. Total Time = GetTickCount() - t1>
<CFSET timel = REQUEST.totaltime> </ CFCASE>
</ CFSW TCH>

<CF_TI METEST> <l--- REQUEST.Total Time is available to the calling tag ---
<cfset MyArray2 = ArrayNew2)> >
<cfloop from= "1" to = "#queryl.recordcount#" index = "i">

<cfset ArrayAppend(M/Array2[1], queryl.answer_id[i]) >
</ cfl oop> LIS?TCI)IEl)(I_:E

</ CF_TI METEST> PEDIDDIIDIDIDIDIDIDII I

<CFSET tine2 = REQUEST.totaltine>
<CFOUTPUT>

PAPERTHIN

WWWw. paperthin.com
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Session States Without the Session

Why on earth would you want to

BY
TSARA
BORSTING
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The answers may surprise you.
This article documents a technique
that allows session states on clus-
tered servers, increases user securi-
ty, and provides greater develop-
ment flexibility. However, like all
ColdFusion applications, this is
only one way to create a “session-
less session,” and it can be modified
infinitely.

The first answer | came up with
when presented with this problem
was: “Simple. Use client variables.”
But how do you create client vari-
ables to house data that should
expire after a certain time? Also, do
users want your session informa-
tion stored on their hard drive? |
don't think so. Besides, it's a huge
security risk to store a user’s login
and session on a computer on the
other side of the planet.

The answer? All the data you
need is already being set on their
machine: CFID and CFTOKEN. For
those of you who don’t know, when-
ever session management is initiat-
ed, ColdFusion automatically sets
the CFID and CFTOKEN cookies on
users’ computers to track their ses-
sions. This solution does the same
thing, just without the session...

Pro’s and Con’s

The advantages to the CFID/CF-
TOKEN approach are endless. By
using the CFID and CFTOKEN cook-
ies to reference a user’s data, | can
store vast amounts of information
about a user’s session state in an
easily maintainable datasource on
my server (and no one is the wiser).
Here’s where CFLOCK also comes
into play: you can lock all of your
client and session state variables in
one area without going to every
page that uses them. This reduces
the amount of CFLOCK-ing in gen-

eral (a time-saver) and the odds of
variables being overwritten by
other users (a hair-saver).

Naturally, there are disadvan-
tages to this approach as well. What
if your user has cookies turned off?
You may as well ask what if your site
is red and green and your user is
color-blind. You can't control this
and have no way of knowing about
it. However, you can avoid this
potential problem by turning the
ClientManagement attribute of
your CFApplication tag to “no” and
meticulously appending the CFID
and CFTOKEN variables to every
URL, form action, and hyperlink.

The ColdFusion documentation
agrees that this is unnecessary: “In
ColdFusion, client state manage-
ment is explicitly designed to work
with cookies, the standard tool for
identifying clients. Using client state
management without cookies re-
quires careful programming to
ensure that the URLToken is always
passed between applications.”

This technique also requires you
to perform a small amount of foot-
work. You must call the appropriate
modules each time you want to use
a“session” variable. The advantages
greatly outweigh this overhead
aspect and are easily streamlined.
Read on to see how.

Data Storage

Now that you're using the CFID/
CFTOKEN approach, the next ques-
tion is: How will you keep track of
all this data? Technically, you accom-
plish this by setting client variables,
but these variables aren’t stored on
the client’s machine. By setting the
“ClientStorage” attribute of the CFAP-
PLICATION tag to your specified
datasource, you can collect all client
data in two tables set up by Cold-

try such a thing?

iscussions have centered around clusters and shared
sessions: How do you overcome the problem of being
unable to share session variables across clustered
servers? Why else would you build a sessionless site?

Fusion. When you specify a data-
source, ColdFusion automatically
stores all standard client variables

(LastVisit, HitCount, TimeCreated) in

the CGlobal table and all user-speci-

fied client variables in the CData table.
So how do you store the data?

Didn't | just answer that? Yes and no.

The data is stored in the CData table.

However, you have the option of:

e Storing each variable as its own
row, indexed off the user’s CFID
and CFTOKEN

e Wrapping it all into a bundle and
storing the data as a BLOB in one
row

This is a matter of choice; both
are perfectly viable options. | prefer
the latter approach for two reasons.
First, there’s a smaller chance of
“losing” users’ data by having multi-
ple rows associated with their ID.
Second, you may never know all of
what’s being stored in the client
state or how it’s named. By storing
your information in an often forgot-
ten ColdFusion feature — a structure
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— you can read and write all of the
data without knowing any of the
variable names (see Listing 1). To
read structure values without know-
ing the key names, use the Struct-
KeyList function and the CFLOOP
tag, as follows:

<cfloop List =
"#St ruct KeyLi st ( Sessi onl nf o) #"
i ndex="Thi sVal ue" >
<cfset "#ThisVal ue#" =
Eval uat e(" St ruct Fi nd( Sessi onl nfo
, " #Thi sVal ue#' )") >
#Thi sVal ue#<BR>
</ cfl oop>

Unfortunately, ColdFusion doesn't
allow you to set a structure as a client
variable. To overcome this obstacle, |
used another often overlooked aspect
of ColdFusion: WDDX. Simply serial-
ize the structure into a WDDX packet
and set the packet as a client variable.
When you need to call out your client
variables, deserialize the packet and
set its name-value pairs as local vari-
ables for the calling page:

<cfif

| sDefined("dient. Sessionlnfo")>
<cfwddx acti on="WDDX2CFM."

i nput ="#Cl i ent . Sessi onl nf o#"

out put =" Sessi onl nf 0" >

</cfif>

| created this feature as a custom
tag that’s called on any page that sets
or reads client variables. If you have
a modularized site, you can easily
integrate this into your “header”
module. With this method you can
call any of the stored client variables
as a local variable (instead of client
dot variable name). If you aren't using
modules for your site (you should
be!), call the tag each time you want
to use the “session” variables. Note:
Be sure to use the appropriate attri-
butes and caller scopes if you do
implement this as a module.

The Timeout Issue

Finally I tackled the timeout issue:
how to automatically log out of a
user’s session after a given period of
inactivity. | built this feature into the
same module that deserializes the
user’s stored data. | simply compared
the users’ “LastVisit” time with the
time at which they logged in. | set the
difference to be compared between
the login and LastVisit times as an
application variable for more flexibil-
ity. Since the LastVisit variable is
updated with every page visit, the
time is accurate. If the LastVisit time
is greater than the set logout period,
the client WDDX packet is deleted
from the datasource and the user is
logged out.

Obviously, this isn’t the only way
to log out inactive users, just the
technique | prefer. Other ideas in-
clude a constant time check in the
header module or Application.cfm. |
chose my method because my goal
was to decrease the amount of foot-
work for the other developers on my
team and to combine as many
attributes into one module call (see
Listing 2).

Is This Right for You?

Everyone’s site is different. Some
sites may not need such an elegant
session module when one is already
built into ColdFusion. If you plan to
scale your site to a clustered envi-
ronment in the future and don't
want to rewrite every page, starting
in this style is a safe choice. This
technique is ultimately geared toward
sites on clustered servers, but can
just as easily be used on a single
server.

This method of coding will help
boost your site’s security and give
you greater control over your users’
session information. Just think, no
more “shared sessions,” CFLOCK
mayhem, or lost sessions due to
clustered environments. %,

@ TSARAB@YAHOO.COM
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<cfif DateDiff("n","#Logi nTi me#", "#LastVisit#") GI

Listing 1

<!--- Build the "session"
<cfset Sessionlnfo = StructNew()>

"#Appl i cati on. Sessi onTi meout #" >
structure --->

<!—f the user has been inactive for |long enough, delete

their structure --->
<!--- set a default nunber of variables or pass it in --->
. . . <cfif IsDefined("Cient.Sessionlnfo")>
<cfloop Fron¥"1" to="#Nunber O Vari abl es#" index="i">
. . <cfscript>
<l--- set the nanme value pairs as local variables for ease

. . Del et eC i ent Vari abl e(" Sessi onl nfo");
of use ---

</cfscript>
<cfset q_KeyNane =

) . . </cfif>

Eval uate("attri butes. q_Sessi onNane#i #") >
<cfset q_KeyVal ue =

. . . <!--- go to the login page if desired --->

Eval uate("attri butes. q_Sessi onVal ue#i #") >
<cflocation url="1ogin.cfnt>
. ) . <cfabort>
<l--- insert the name value pairs into the structure --->
<[cfif>

<cfset tenp =
Struct | nsert (Sessionl nf o, "#q_KeyName#", "#q_KeyVal ue#") >

</cfl >

/ cfl oop T
LISTING

Listing 2 YNNI I

<l--- check the difference between the user’s login tine

and their last visit --->
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GoldFusion Feature

BY CHARLES AREHART

Toward Better

CE Server
Administrati

S an administrator, or a developer interested in how
your server is run, are you getting the most out of your CF Server
configuration, especially with regard to security-related settings in
the Administrator? Are you fully aware of the opportunities and
challenges presented by those settings?

In this second article of a series (Part 1 appeared in the
January CFDJ, Vol. 4, issue 1), we continue the discussion
of some perhaps less obvious aspects of managing CF
Server. Part 1 focused on developer- and performance-
oriented settings and tasks; here we'll look at security-
related settings and tasks. The original plan was to
cover some miscellaneous features as well, but it turns
out there’s more to both topics than the original two-
part format could hold. One more part is planned.

As | said in Part 1, there’s no way to cover every-
thing in a single article (or even three). If you take
the time to read the available documentation out-
lined in Part 1, you'll benefit tremendously. And the
available online help in CF5’s Administrator is
another great improvement.

Still, for those who don't do the reading or may
have a hard time determining what to pay attention
to, I'll highlight a couple of aspects that you might
otherwise miss or find confusing. There’s more to CF’s
security features than you might be aware of. Although
each discussion is brief, | hope to motivate you to look
into these topics on your own.
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Basic and Advanced: Insider Tips

CF offers two forms of security out of the box:
basic and advanced. If you fire up the CF Admin-
istrator (as discussed in Part 1), you’ll find them
under Security at the top left of the Administrator,
as seen in Figure 1.

CF Administrator basic security settings for Admin
password

Note that if “Advanced Security” hasn't been
installed (it’s optional), it won't show up in that nav-
igational toolbar. Prior to release 5, the Basic Security
option showed up left of the main Administrator
toolbar under the Server heading (again, Advanced
Security shows up under Basic if installed).

The simple designation of “basic” and
“advanced” security really doesn't do justice to the
differences between the two. There are three forms
of control that these two approaches share: access to
the Administrator, access to tags within the CF envi-
ronment, and access to resources by way of
ColdFusion Studio’s RDS feature (supporting remote
developers connecting to the server over the
Internet).

There are other aspects of security that the Basic
approach doesnt provide, and many developers
don' realize that ColdFusion can help them with
Advanced Security’s built-in functionality. First,
there’s the simple matter of enabling security with-
in your application, providing a login process to
control which users are allowed access to the

application and/or specific pages within the app.
This is referred to as authentication.

Most people “roll their own” form of it, looking
up users in a database and using session variables
to track a user’s logged-in state. This works, but
Advanced Security provides a mechanism to han-
dle these tasks in a more standard way. It allows for
authentication against not only a database but
also, optionally, an LDAP server or a Windows NT
domain.

Identifying who may access your site is just one
part of the application security equation: once
users are logged in, you may want to limit what
they’re allowed to do. This is referred to as autho-
rization. Not only can Advanced Security provide
for multiple levels of security, with roles and vary-
ing rules per individual (or group), but it can even
limit access to what specific CF tags, functions,
data sources, collections, files, and other resources
a user may access. We'll come back to these aspects
of application security later.

This article can’t discuss all these security mat-
ters in depth, but | do want to put some things in
context.

CF’s Basic Security Option
Using “basic” security, which is implemented

by default, the only things that CF secures are:

* Who can access the CF Administrator itself (by
way of a password defined at installation or
changed within the Administrator)

« Who can access the CF Server resources (files
and data sources) by way of Studio’s RDS feature
(also controlled by a single, but optionally dif-
ferent, password that is set at installation and
can be changed in the Administrator)

« Whether developers can execute any of several
potentially dangerous tags

These choices are found under the Basic
Security link in Figure 1. Even if you're familiar
with these three settings, you may not have con-
sidered some of the aspects.

Understanding and Guarding Access to the Administrator

The CF Administrator is a Web-based applica-
tion, which means that it’s accessible over the Web if
you know the URL for it, which defaults to http://
<yourserver>/CFIDE/Administrator/index.cfm.

Maximize the administration

of your CF Server
Part 2 of 3
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That remote accessibility is a benefit for many, but there’s also
the risk that someone gaining unauthorized access might com-
promise it. Obviously, those who know the Administrator pass-
word will be able to change any aspect of the CF Administrator
settings, so the password should be guarded. Sadly, there are no
mechanisms forcing you to change it regularly, so it would be a
good idea to do that on your own.

You can take extra steps to secure the Administrator Web
pages at <webroot>\CFIDE\Administrator\ by using Web server
security to tighten control further. Just be careful that you don’t
lock the entire CFIDE directory one level up, because there are
more things in there than just the Administrator. Such measures
are discussed at www.macromedia.com/vl/Handlers/index.
cfm?1D=10954&Method=Full.

Another idea is to remove the CFIDE/Administrator/ directory
if you're not using the Administrator at all (which is unlikely, but
possible), or simply to move it so that visitors to your server can't
easily guess its location. Just be aware that there is a setting in the
Administrator — the Unsecured Tags Directory — which by default
points to that Administrator directory. If you move the directory,
be sure to change that as well or the Administrator won't function.
The Unsecured Tags Directory was discussed in detail in my
February CFDJ article (Vol. 4, issue 2). More on that in a moment.

Understanding and Guarding Basic Studio/RDS Security

As for the aforementioned RDS password, for those not famil-
iar with it, it's used when setting up Studio’s RDS mappings fea-
ture to allow a remote Studio user to see the files and data sources
on the server, as well as perform debugging against that server.
For more information on this, see the Macromedia manual
“Using ColdFusion Studio,” which, like all CF manuals, is avail-
able online on your server (if the docs were installed). If you own
Studio, you'll find them in Studio’s Help feature. Anyone can view
all the CF (and Studio and other) docs online at http://live
docs.macromedia.com, as was described in more detail in Part 1.

One problem with the RDS password feature in basic securi-
ty is that it’s an all-or-nothing proposition. Anyone who knows
the password and connects to your server via Studio can obtain
any resources that the CF Server has access to. The next section
shows you how Advanced Security offers an alternative that can
provide more granular control over who can access what via
RDS. Just know, too, that you can do a couple of things even with
simple basic security enabled.

First, you should almost never uncheck the “Use a Cold-
Fusion Studio Password” option in the Administrator, which
means that no password is required at all. This is similar to the
checkbox for the admin password, as shown in Figure 1 (the
same admonition obviously applies to the admin password). It
may seem obvious that the Use Studio Password checkbox
should be checked, but some administrators who don’t under-
stand the Studio/RDS password — or misunderstand it, thinking
that it might disable RDS - simply turn off the checkbox, not
realizing what could happen. Any Studio user who connects to
the server could now access any resources under CF’s control,
unless you take one of the additional steps below.

Indeed, if you know you're not going to support RDS access to
your server at all (not a bad idea in a production environment),
you can disable the ColdFusion RDS Service. Like the ColdFusion
Application Server and ColdFusion Executive services, it’s set by
default at installation to start when your server is started.

Another thing you could do, as with the CF Administrator
itself, is apply additional Web server security to the RDS connec-
tion. When a Studio RDS session is connected, Studio actually
runs something like a Web service request to the server (using
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WDDX under the covers), interacting with a program in
the CFIDE\Main\ called ide.cfm (ever wonder where the
CFIDE directory got its name?). You could apply addi-
tional Web server security to that program or directory as
another level of protection. Just be sure to test things out
within Studio, since some changes you make may not allow
Studio RDS connections to work at all. Again, we're dis-
cussing authentication here — who's allowed to use the RDS
feature — rather than authorization — what an authenticat-
ed user is allowed to access within the server once con-
nected via RDS. That kind of security, enabled by
Advanced Security, will be discussed later. o
A final way to limit what RDS users can see when
they connect is to have the ColdFusion Server ser-
vice start under an account other than the default,
System. There are many possible ramifications of
that choice, so | recommend you research it care-
fully before considering it.

Understanding and Fully Leveraging Basic Tag
Restriction Security

The third and final aspect of basic security is
optional control to restrict access to a set of potentially abused
CF tags. If you follow the link for Tag Restrictions, as listed in
Figure 1, you’ll be presented with a screen like that in Figure 2. If
any of the tags listed here isn't checked, no developer on the
server can execute that tag. It’s a brute force approach, but in the
name of security it works.

As with RDS security, this aspect of Basic Security is an all-or-
nothing proposition. If a tag is restricted, the intention is that no
one on the server can use it at all. A developer may be unable to
perform some needed action, like a CFFILE file upload or a
CFCONTENT download. For many that’s too severe, and they
may choose instead to leave the tags unrestricted, which expos-
es any applications on the server to potential abuse by less
scrupulous developers on that same server. There are two alter-
natives to consider.

First, in my February article, “Unlocking Restricted Use of
CFFILE, CFCONTENT, and More,” | wrote about using the
Unsecured Tags Directory option, which is also offered at the bot-
tom of Figure 2. With that you can still choose to restrict the tags,
but any code placed in the named directory can indeed execute
any of the otherwise restricted tags (whether by CFINCLUDE of a
template there or a call to it as a custom tag, as with CFMODULE).
That’s a cool alternative, if you didn't know about it.

www.ColdFusionJournal.com
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But there’s another solution, which on
the surface would seem absolutely ideal
for this challenge — and many others -
and it’'s the subject of the remainder of
this article: Advanced Security, the sec-
ond part of CF’s built-in access-control
mechanisms.

CF’s Advanced Security Option
The Basic Security mechanism is near-

ly as old as CF itself, but in release 4 the

CF team recognized that a finer level of

control was needed beyond the previous-

ly available all-or-nothing aspects of
securing the Administrator, RDS access,
and the tag restrictions. The Advanced

Security mechanisms were created to

give finer-grained control over those

things and much more.

Advanced Security (in CF releases 4
and 5) is enabled by the (transparent)
bundling of a third-party product called
SiteMinder from Netegrity. It's an option
available at installation time and can be
added after installation. The only changes
it makes to CF are the addition of new
mechanisms in the Administrator for con-
trolling the setup of Advanced Security
and a couple of tags and functions for the
application-level security that it can
enable.

Briefly, some of the things Advanced
security can enable and/or control are:
< Authentication against an ODBC data-

base, LDAP server, or Windows NT

security domain

e Granular control of RDS access to
resources on the server (who can access
what)

e Login/authentication functionality for
your applications (through the CFAU-
THENTICATE and CFIMPERSONATE
tags and the IsAuthenticated, Authen-
ticatedUser, and AuthenticatedContext
functions)

e Granular control of what resources a
user may access within an application
(tags, custom tags, functions, directo-
ries, files, databases, verity collections,
etc.) and authorization functionality to
test for such access in your programs
through the IsAuthorized function

« Permission for specified developers to
access the Administrator to manage
their own data sources (a feature that
was removed in ColdFusion 5. See KB
21965)

e Sandbox security, which may be most
useful in a hosting environment, as it
restricts at runtime the available direc-
tories and files that the users of a given
application can access (not related at all
to RDS security, and different from the
authorization abilities described above)
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We don't have room for more detail, but
there is ample coverage of it in both the
“Advanced ColdFusion Administration”
manual (renamed and improved in release
5) and the “Application Security” chapter of
the ColdFusion user’s guide, named “De-
veloping ColdFusion Applications” as of
release 5. Again, if you don't have the print-
ed manuals, these docs are available online
at http://livedocs.macromedia.com (and
are available for purchase as a complete set
as well).

It may be worth noting that the ability to
authenticate against a database was intro-
duced in version 4.01 of ColdFusion. In-
itially, many administrators or developers
may have dismissed using the authentica-
tion features because they didn't want to
deal with the complexity of an NT domain
or LDAP server, but they may not have
heard about the fix in 4.01 that solved that
problem. (Indeed, there were many small
but important changes in 4.01, and now,
two years later, I'd still recommend my
February 2000 article, “Hidden Gems in
4.0.1” (Vol. 2, issue 2). There’s so much that
people missed and still don't know, or
worse, spread as misinformation.)

Advanced Security Setup
Briefly, the key is the initial process of

creating:

e One or more user directories indicat-
ing what database, LDAP server, or NT
domain will be used for authentication
for an application or for RDS access
(you can have different user directories
for different purposes)

e One or more resources describing the
actual resource (file, directory, tag, collec-
tion, etc.) that you want to control and the
type of access to it that should be allowed

e One or more policies mapping what
users should be allowed access to what
resources

« One or more contexts serving as a log-
ical grouping of related user directory,
resource, and policy specifications

A better discussion of the details can
be found in the Advanced Administration
book, specifically the section “Advanced
Security Basics,” at http://livedocs.macro
media.com/cf50docs/Advanced_Cold
Fusion_Administration/AdvSecurity3.jsp.

While you're debating whether to use
Advanced Security, remember that, even if
installed, it doesnt take effect unless the
administrator chooses to set it up and enable
it. That's done by way of a checkbox called
“Use Advanced Security” at the top of the
Advanced Security page. Furthermore, sim-
ply checking the box won't have any impact
unless and until you configure it further.

There’s talk of
substantial
changes to
Advanced
Security coming
in the next
release of

CoIdFusion"

Another thing to keep in mind is that it
can be enabled to secure one aspect of
the server (for instance, controlling RDS
access) while not impacting existing
applications at all. In fact, Advanced
Security won't affect existing applications
unless they’re modified to leverage the
new features (tags and functions) that it
enables. So there’s no harm in trying it
out. As usual, it’s best to experiment with
any new approach in a development or
testing environment before implement-
ing it on a production server.

It's worth mentioning here that a free,
single-user developer edition of Cold-
Fusion is available for such testing. You no
longer have to get it from CF Studio alone.
Just download the fully functioning, non-
user-limited trial version of CF that, after
30 days, will revert to a single-user version.
It will remain fully functioning in every
other respect. Both it and the download-
able trial version are Enterprise versions of
ColdFusion. Some aspects of Advanced
Security, such as Sandbox Security, are
only in the Enterprise version.

Challenges in Implementation

Advanced Security offers quite a few
useful improvements. Unfortunately, the
SiteMinder integration underlying it has
proved challenging for several reasons,
and most developers have thus never
benefited from its existence. There are
also other reasons why it hasn't been that
popular.

It's an option at installation, so many
don't even install it, not knowing any bet-
ter. Furthermore, since it requires setup,
many admins have never bothered to
take that next step, or they may fear that
enabling it without the complete setup
will harm their environment (it won't).

www.ColdFusionJournal.com
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Since the benefits aren't obvious to
admins and developers unless they read
the manuals, many developers have never
learned of it nor have they demanded its
support by their administrators.

There are some more substantial prob-
lems, however — even for those who have
tried to use it. For example, the Admin-
istrator interface for setting it up can be
quite difficult to understand and use. It’s
been improved in both 4.5 and 5, but it's
still daunting. Also, since there are so
many ramifications to what it enables, it’s
easy to misconfigure.

In addition, the default installation
uses an Access database as the underlying
SiteMinder repository, which of course
does not perform well. Even in a low-vol-
ume site, the highly interactive nature of
the Advanced Security authentication
capabilities is such that it can bog (or
break) down rather quickly. The simple
solution is to use an alternate database,
and there are knowledge-base articles
and documentation (quite improved in
CF5) about doing just that, but the bot-
tom line is that many have just not both-
ered to install or use it at all.

All this is too bad, because there are
quite a few positives about Advanced
Security. While there’s talk of substantial
changes coming in the next release of
ColdFusion, code-named Neo, at the
time of this writing (early March) it’s still
in beta. It will be interesting to see if the
response of the Neo team is toward mak-
ing what Advanced Security tried to offer
more effective, or toward removing fea-
tures that people never bothered to use.
That would be unfortunate, because it's
not that the features it enabled weren't
worthwhile, but that the initial imple-
mentation, marketing, and education
appeared lackluster, and most influential
users who tried it got a bad taste.

The docs are better, and there are sev-
eral KB articles on Advanced Security. Just
visit the KB Search form at www.macro
media.com/v1/support/knowledgebase/
searchform.cfm and search for “Advanced
Security.” You might want to try it. We can
look forward to what awaits us in the next
release, but at least now you know what'’s
possible in the meantime.

Other Aspects of Security in the
Administrator

While I've focused on the distinctions
between Basic and Advanced Security in
ColdFusion, there are still a few other
aspects of security worth mentioning
(and worth your exploring).

Perhaps the simplest to appreciate is
security of your data sources by the use of
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database usernames and passwords that
will be controlled by the database engine.
If you use such security, you can choose
to store the userid and password in the
Administrator’s data source definition
itself, or you can specify it on the
CFQUERY (or any other database-related
tag) itself.

An Aside for Users of
Microsoft Access

Many of you never bother to secure your
database at all, but it’s certainly worth
doing. One simple way is to create a
password for the entire database using
Tools>Security>Set Database Password
within the Access interface, and then specify
that in the password field for “Default
Login” (the username defaults to
“Admin™), or you can specify that user-
name and the newly set password within
a CFQUERY itself. That way, if someone
steals the database, it's not that easy to
open. And if you want to create individual
user logins for the database, look into the
Workgroup Information File feature in
Access. With that sort of security in place,
you can specify that file as the System
Database when setting up the data source
configuration in the CF Administrator and
then use usernames and passwords within
your application, as with any other database.

Many don’t notice that as another
measure of security you can set which
SQL statements are or are not allowed via
a set of checkboxes in the CF Settings for
a data source. (Internal database security
can limit that as well, of course, but this is
just another possible level of control.) You
can even have multiple data sources for
the same database with different controls
(of SQL statement access or even user-
name/password combinations, if that
makes sense for you).

Moving from databases, still another
source of security is control over resources
on the server and associated servers by
way of the Web server and/or operating
system, which might be used instead of or
in addition to CF’s Advanced Security.

Yet another aspect of security involves
the ColdFusion Administrator Debugging
settings. These are discussed at length in

the CF Manual “Installing and Configuring
ColdFusion Server” in a section available
online at http://livedocs.macromedia.com/
cf50docs/Installing_and_Configuring_Cold
Fusion_Server/basiconfig13.jsp. You should
investigate whether to enable debugging
at all, as well as which users should see
the debugging output and what poten-
tially sensitive information should be
shown or restricted, such as whether to
show SQL and data source information
and whether to show the full template
path of a template in error. | discuss those
latter two aspects in my October 2000
article “Toward Better Error Handling
(CFDJ, Vol. 2, issue 10).

Another aspect of Administration
security that may be worth noting is a
change as of release 5. CF5 Enterprise
now tracks all the configuration changes
you've made to the ColdFusion Admin-
istrator, providing options for both a set-
ting summary (a snapshot in time) and
change log (an audit trail).

In these days of increasing instances
of hacking and occurrences of worms and
viruses, administering the server also
requires paying attention to security, not
only of the ColdFusion Server itself, but
also the Web server and physical server
environment. To that end, there is a security
zone at Macromedia (www.macromedia.
com/v1l/developer/SecurityZone/) with in-
formation that should be understood by
anyone setting up a ColdFusion Server
(it covers issues related to some common
Web server and database security prob-
lems as well). It includes more Macro-
media products than just ColdFusion, of
course, but there are many CF-specific
sources there, such as security bulletins,
best practices, and white papers. There’s
even a notification service to receive
security bulletins by e-mail as soon as
they’re released.

I hope this quick tour of features, pos-
sibilities, tips, tricks, and traps will make
you at least a little more familiar with
what’s available to make your server more
secure and have it running more effec-
tively — not just for administrators, but for
developers and end users as well. %}
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Many times, we look at a string
or other piece of data and don't
even realize that what we’re looking
at is actually a list. Once we realize
that something can be treated as a
list, CF gives us many ways of using
or manipulating that data. Here are
two perfect examples:

m We have an e-mail news-
letter that we send out to
® those who subscribed at
our Web site. All they have to do is
give us their e-mail address. | want
to find out how many unique
domains are represented in our sub-
scription list. In other words, for
“john.smith@somecompany.com”,
how can | parse out the domain
(“somecompany.com”) from the user
(“john.smith”) in an e-mail address?
Q - There are several easy ways
to do this. The easiest way,
= perhaps, is to treat the e-
mail address as a list that’s delimited
by the “@” character. Most people
think of lists as being delimited only
by commas or tabs and usually con-
taining more than two data elements.
CF, however, allows you to specify any
character as the delimiter, so virtually
any data string can become a list in
the eyes of CFE I'll show you how to
count the number of unique domains
quickly, but I'll also encourage you to
consider changing the way you store
your e-mail address in your database
to make this easier in the future.

First (see Listing 1), run a query
to retrieve all your e-mail addresses.
Next, create an empty list variable
to hold the unique domain names.
Next, loop over the query, treat each
e-mail address as a list, and pull out
the second element (the domain) in
the list. If that domain isn’t already
in the list, append it to the list. Last,
output the count of items (using
ListLen()) in the domain list.

Ask the Training Staff

A source for your CF-related questions

realize just how often we overlook the power

Two questions | received this month made me
] of Lists and the many List functions in CF.

Now for my other recommenda-
tion: most of us simply create a col-
umn in our database called “E-
mail” into which we stick our e-mail
addresses. However, most of us also
want some kind of reporting, as
you’ve mentioned, so we know how
many domains are represented in
our list or, more likely, how many
people there are from each domain
(you’ll quickly see how many of
your subscribers are from AOL!).
For this reason, you might want to
consider breaking your one “E-mail”
column into two database columns:
“E-mail_Name” and “E-mail_Do-
main”. You don't have to change
anything on your Web form - let
users enter their e-mail address in a
single field. It’s still very easy to
insert into the database (see Listing
2), and it also makes it easy to pull
your report using a query (see
Listing 3).

m My application needs to add
data to another company’s
" application (it’s written in
PHP). | understand how to post the
data to their site (I use the CFHTTP
tag to post the data), but the site
gives me back return codes that are
one long string with the variables
separated by the “&” character and
I'm not sure how to get the data |
need out of the string since it often
comes back in a different order for
each post. Their tech support people
haven't been very helpful. Any sug-
gestions for how | can get this data?
Yes. This is a common way

L] L
A of giving return codes back
= to a remote application,
and getting the data can be very
easy. What you want to do is break
the single string down into the indi-
vidual variable/value pairs that
make up the string. Then you want
to turn those pairs into CF variables

that you can use in the logic of your
application. Your return string may
look something like this: “id=28734
&status=success&message=record
was added successfully&add_date=
3/1/02”.

Here are the steps to take (see

Listing 4): first, initialize an empty
structure to hold the variables/val-
ues returned by the remote applica-
tion. Since you’re using CFHTTP to
post to the other site, their return
string is coming back to CF as a vari-
able named CFHTTPFileContent.
As you indicated, that string is a list
delimited by the “&” character. There-
fore, you need to loop over this list
to find each variable/value pair. As
you loop, you need to break each
pair into its appropriate part (a vari-
able name and its value). This is
nothing more than another list
delimited by a “=" sign. The value in
front of the equal sign (position 1 of
the list) is the variable name. The
value in position 2 is the actual value
of that variable. Set each one into its
own variable and then dynamically
name keys in your structure with the
appropriate name/value. Now, re-
gardless of the order in which they
came back to you, you can test for
the existence/value of the variables
you were expecting.
Please send your questions about
ColdFusion (CFML, CF Server, or
CF Studio) to AskCFDJ@sys-con.
com. And please visit our archive
site at www.NetsiteDynamics.com/
AskCFDJ. {,&
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<l--- Retrieve all unique e-nmil addresses ---> <I--- Query shows how many users from each domain --->
<cfquery name="qEmail” datasource="#request.dsn#" > <cfquery nane="qSubscribers” datasource="#request.dsn#" >

SELECT Enai | SELECT Enmi | _Domai n, COUNT(Enai |l _Nanme) AS

FROM newsl ett er _subscri bers Count Of Subscri bers
</ cfquery> FROM newsl ett er _subscri bers

GROUP BY Emmi | _Domai n
<l--- Create an enpty list variable ---> </ cf query>
<cfset domainlst = “">
Listing 4

<l--- loop over the query ---> <l--- Initial a Structure to hold the return vars --->
<cfl oop query="qEmail "> <cfset ReturnVars = Struct New()>

<l--- get the domain nane fromthe e-mail address --->

<cf set _ donai n = Li sth_etAt(qErmi I -_Emii IPy2" "_@)> <l--- loop over through the return string to get the

Yees if R U@ the list of d_or’ral ns, ac_id it ---> variabl e/val ue pairs using “& as the delinmter --->

SCiilgnotgtls tpinciotasel(connin s tEconailn) L <cfloop |ist="#CFHTTP. Fil eContent#" index="Iten delim

<cfset domainLst = ListAppend(donainLst, donwi n) > : _n on
ot iters="& >
<
Gy <cfif ListLen(variables.Item”=") gt 1>
<cfset varnane = ListGetAt(variables.ltem1,”=")>

</ cfl oop>

<cfset value = ListGetAt(variables.ltem?2,”=")>
<cfset “ReturnVars.#vari abl es. varname#” =

<cf out put > .
vari abl es. val ue>

#Li st Len(donai nLst) #

</ cf out put > <fcfif>
</ cfl oop>
Listing 2
<l--- Add the e-mail to the database ---> <cfif IsDefined(“ReturnVars. Status”)>...
<cf query dat asour ce="#request . dsn#" >
I NSERT | NTO newsl etter_subscribers (Email_Name, CODE
Enai | _Domai n) LISTING
VALUES DX
("#ListGetAt(formEmail,1,"@)# ,' #ListGetAt(formEmil,2,”
@)#')

</ cfquery>

Macromedia has been talking about what used

to be called Neo for almost two years now.
Finally, this next-generation ColdFusion is in beta.
Ben Forta introduces some of the most exciting
new technologies and features.

www.paconline.net

An introduction to WAP/WML development with
ColdFusion. Christian Schneider explains how
to develop a WAP-based e-mail interface.

Philip Chalmers continues his series on using
ColdFusion to solve some common session
management problems in Web applications.

A simple way to write and debug your code
using query custom tags, as demonstrated by
Reuben Poon.
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What’s Online

WWW.Sys-con.com/coldfusion

CFDJ Online

April 2002
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ColdFusion Developer’s Journal, the leading resource in
the ColdFusion market, proudly brings you www.sys-
con.com/coldfusion. Check out our Web site for up-to-the-
minute news, events, and developments. Whether you
consider yourself an IT professional or are just starting out,
our Web site will spark your interest and keep you coming
back for more.
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Web Services Edge 2002 East

Register online for Web Services Edge 2002 East Inter-
national Conference & Expo today and be a part of the
largest Web services event in the world. This four-day con-
ference, featuring the leading information technology pro-
fessionals in the industry, will be held at the Jacob Javits
Convention Center in New York City, June 24-27. Don'’t be
left out of this major event!

Fl'i‘::!.:} IElliil =0

Click for &

Search ColdFusion Jobs

ColdFusion Developer’s Journal is proud to offer an employ-
ment portal for IT professionals. Get direct access to the best
companies in the nation. Find out about the “hidden job mar-
ket” and how you can find it. As an IT professional curious
about the market, this is the site you've been looking for.

Simply type in the keyword, job title, and location and get
instant results. You can search by salary, company, or industry.

Need more help? Our experts can assist you with retire-
ment planning, putting together a résumé, immigration
issues, and more.

Answers Are a Click Away

Are you blocked by your blocking factor? Are your syn-
chronization objects out of sync? Visit the CFDJ Technical
Forum (www.sys-con.com/fusetalk/categories.cfm?catid=6)
and see what other developers have to say. You can ask a
question, share a tip, improve your code, find a way to
solve a glitch, and network with ColdFusion professionals.
Recent postings have generated online discussions on
security issues, data importing, dialog boxes, submit but-
tons, image info tags, ColdFusion forms, and more.
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The Latest in CF at the CFBuyersGuide.com

The most-read CF resource on the Internet, CFBuyers
Guide.com (www.sys-con.com/coldfusion/wbg/index.cfm),
is essential for those who want to learn about the newest
books, software, tools, and services related to ColdFusion.
Web hosting, testing tools, books, e-business software,
custom tags, Web development tools, consulting services,
education and training, and much more are featured at
this comprehensive site. Why waste time searching the
Net for your CF needs? Discover the convenience of
CFBuyersGuide.com.{%,
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WebLogic Journal .com

SYS-CON Media, the world’s leading publisher of i-technology magazines for developers, software architects, and e-commerce
*Only $149 for 1 year (12 issues) regular price $180.

professionals, brings you the most comprehensive coverage of WebLogic.
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CF Communit

Tales from the List

CFDJ discussion threads...and

elcome to the first installment of “Tales
Wfrom the List,” a monthly column devoted

to the discussion threads (and their cre-
ators) on the ColdFusion Developer’s Journal Mail
List (CFDIList).
Each installment will examine popular discussion
thread(s) from the list from the previous month. On
occasion we'll profile an active member of the list,
view list statistics, and that sort of thing. As this is the
first article, I’ll give a brief overview of the list and
discuss how you, the reader, can play an active role.
SYS-CON Media’s CFDJList began three years ago
to support the growing community of ColdFusion
developers. From its humble beginnings the list has
grown to a current enrollment of over 600 active
members. Although the overwhelming majority of
the members are from the United States, many other
nationalities are represented, including The United
Kingdom, Germany, Saudi Arabia, France, China,
Canada, and India. There is no cost for membership;
simply send a blank e-mail to join-CFDJList@mail-
box.sys-con.com, or visit www.sys-con.com/coldfu-
sion/list.cfm and follow the instructions there.
List members exchange ideas and post ques-
tions and answers on a wide range of topics related
to tasks commonly performed (and challenges
encountered) by ColdFusion developers in today’s
workplace. On average, between fifty and a hun-
dred e-mail messages are sent to the list on any
given weekday; fewer are posted on the weekends
(yes, there is life beyond programming).
Relevant topics include JavaScript, SQL, Web serv-
er configuration, ColdFusion Application Server
administration, and, of course, CFML application
development. Likewise, the level of expertise of list
contributors ranges from newbie developers to some
of the most seasoned Web developers in the business.
Recently, the list archives section of the CFDJWeb site
was overhauled. Old software was discarded, and the
list now has a (FuseTalk-powered) Web-based forums
interface, which allows nonlist subscribers to read
and post questions. The archive also serves to make
past and present list threads fully searchable.
For quite some time now, my involvement with
the CFDJList has been that of a frequent contributor.
When | began working with ColdFusion back in ver-
sion 1.5, there really weren't many resources available
to help developers new to the CFML language hone
their skills. I began contributing to the list as a way to

BY SIMON HORWITH

ABOUT THE
AUTHOR

Simon Horwith, a
senior developer and
Macromedia-certified
ColdFusion instructor

at Fig Leaf Software
in Washington, DC, has
been using ColdFusion

since version 1.5.

He is a contributing
author to Professional
ColdFusion 5.0 (WROX)
as well as technical
editor of The ColdFusion
5.0 Certification Study
Guide (Syngress).

This spring Simon

plans to launch
www.how2cf.com, a
ColdFusion “how-to” site
hosted by cfdynamics.
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their creators

offer the sort of advice to CF newcomers that | wish
had been available when | began my Web develop-
ment career. Over time, ColdFusion and its develop-
ment community have grown in size and popularity
(as did list membership). At the request of Robert
Diamond, CFDJ’s editor-in-chief, | have become the
official list administrator. He also requested that | use
this column to share popular discussions and inter-
esting discoveries contributed by list members.

As a certified Macromedia instructor, | try to
leave each finished class with a few important
pieces of advice to aid students in the workplace.
The most important of which is never to spend
more than 15 minutes on any development prob-
lem. The odds are that if you don't see the answer
in the first five to fifteen minutes, you’re probably
not going to find the answer anytime soon - so
stop banging your head against the wall. When you
do encounter a problem (don’t worry...it happens
to the best of us), the best thing to do is seek a sec-
ond pair of eyes or get advice from someone who's
been down that road before. This help might be in
the form of an online knowledge base, a co-worker,
a favorite reference book, or maybe the CFDJList.

| recommend that any of you who aren’t active
members of a mail list now subscribe to one. If you
don’t find yourself banging your head against the
wall very often, great...your insight will be invalu-
able to members of the list who need advice. If
you're just learning, find yourself spending long
hours debugging code or doing research, or just
have a lot of questions or ideas you'd like to bounce
off other developers, then you'll likewise find that
you can serve an important role on the CFDJList.
We're all part of a community, and it’s only through
supporting one another that any of us can become
better at what we do.

I'd like to take this opportunity to say “thank
you” to all of the current members of the list who
make being part of the ColdFusion development
community so rewarding and so much fun, and
“welcome” to those of you who haven't yet joined
the CFDJList but plan to in the future.

Look for this column next month when we
examine recent popular list discussions and their
resolutions. Q@

@ SHORWITH@FEIGLEAFE.COM
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Birmingham, AL
Jeff Bryant
jeff.bryant@mindspring.com

Huntsville, AL
Brian Yagar
brian.yager@redstone.army.mil

Phoenix, AZ
Sean Tierney
sean@pubcrawl.net

Tucson, AZ
Darcey Spears
dmspears@uswest.net

Bay Area, CA
Nathan Dintenfass
nathan@changemedia.com

Southern California
Leon Chalnick
Ichalnick@advantasolutions.com

Southern California - Los Angeles
Sid Sheres
sheres@gte.net

Orange County, CA
Peter Amiri
peter@amiri.net

Sacramento, CA
Geoff Lilley
geofflilley@hotmail.com

San Diego, CA
Robert Munn
rob@illuminez.com

Orleans, Ontario
Clovis Paquette
clovispa@comnet.ca

Edmonton, Alberta
Jeff Acker
jeff.acker@topham.ab.ca

Lethbridge, Alberta
Chris Sorensen
chris@csystems.ab.ca

Montreal, Canada
John Kopanas
kopanas@videotron.ca

Ottawa, Canada
James Milks
jamesm@videotron.ca

Toronto, Canada
Kevin Towes
KTOWES@PangaeaNewMedia.ca

Vancouver, Canada
Cameron Siguenza
cameron@evolutionb.com

Colorado Springs, CO
Anthony Starkey
astarkey@mentiscorp.com

Denver, CO
Robi Sen
robi@granularity.com

Rocky Mountain
Mike Miller
mmiller@ewtechnology.com

Hartford, CT
Chris Graves
graves@rapidcf.com

New Haven, CT
Alfred DiMarzio
cfug@hbgraphics.com

Stamford/Westchester, CT/NY
Barry Hyman
bah@abodofoto.com

Delaware
John McKown
john@delaware.net

Gainesville, FL
Taner Aktas
aktas@ufl.edu

Jacksonville, FL
Russ Johnson
russ.johnson@cyberfusionsolutions.com

Orlando, FL
Randy Drisgill
rdrisgill@vshift.com

South Florida
Kevin Langevin
kevin@cfug-sfl.org

Tallahassee, FL
Benjamin Bloodworth
ben@electronet.net

Tampa Bay, FL
Kenneth Beard
kbeard2323@hotmail.com

Atlanta, GA
Adam Churvis
president@prodenhance.com

Atlanta, GA
Seth Land
gacfug@figleaf.com

Columbus, GA
Rob Seebach
rseebach@sfcts.com

Boise, ID
Paul Jenkins
pjenkins@doi.state.id.us

Chicago, IL
Robert Burns
bob-burns@mediaone.net

East Central lllinois
William Steiner
WilliamS@hkusa.com

Quad Cities
Jamie DeVolder
JamieD@4CS.COM

Springfield, IL
Gary Ashbaugh
ashbagd@mail.ioc.state.il.us

Central Indiana
Joshua Kay
josh@dataquix.com

Northern Indiana
Graham Pearson
gpearson@nicfug.org

Cedar Valley CFUG
David Chandler
David@ChandlerResearch.com

Des Moines, lowa
Kevin Schmidt
schmidt@hungrycow.com

Louisville, KY
Tim Newton
TNewton@MercuryFusion.com

New Orleans, LA
Kathy Hester
kathyhes@yahoo.com

Annapolis, MD
Matt Schuster
mattschuster@erols.com

Baltimore, MD
Bret Peters
bmorecfug@figleaf.com

Broadneck High School CFUG
Rick Blaha
IRiCkYl@aol.com

Maryland
Michael Smith
Michael@teratech.com

48 CFDJ APRIL

Southern Maryland
Russ Mahan
rmahan@erols.com

New England Develpor's Network
Steve Casco
steve@ateaze.com

Detroit, MI
Matt McDonald
matt@stoneage.com

Mid-Michigan Group
Rick Mason
Rick@SeedChoices.com

Twin Cities, MN
Dan Chick
dan@danchick.com

Kansas City, MO
Bryan Laplante
directors@kcfusion.org

SoMoCFUG
Jeremiah Andrick
jandrick@theinteriorlife.com

St. Louis Metro Area
Dan Anderson
dan@psiwebstudio.com

Helena, MT
Tom Marino
tmarino@falcon.com

Omaha, NE
Mark Kruger
Mkruger@CFWebtools.com

Las Vegas, NV
Dave Byers
pegarm@Ilvcm.com

Concord, NH
Neil Giarratana
NGiarratana@ininet.com

Central New Jersey
Hien Nguyen
HNguyen7@prius.jnj.com

Northern New Jersey
Cindy Pomarlen
cjp@neotech-associates.com

South Jersey
Mark Stewart
m-stewart@home.com

Albuquerque, NM
Christopher Jungmann
jungmann@swcp.com

Albany, NY
Thomas McKeon
tmckeon@newkirk.com

Long Island, NY
Christopher Collins
chrisc@sitespan.com

New York, NY
Michael Dinowitz
mdinowit@houseoffusion.com

Rochester, NY
Dave Horan
dhoran@fusionproductions.com

Syracuse, NY
Laurie Ferger
Iferger@tweny.rr.com

Charlotte, NC
Dave Crawford
dcrawford@charlotte-cfug.org

Greenville, NC
Steven Forehand
forehands@mail.ecu.edu

Raleigh, NC
Cheryl Elia
ccfug.mgr@listserv.unc.edu

Mid-Ohio Valley
Dave Hannum
hannum@ohio.edu

Cleveland, OH
Matt Newman
mnewman@newchanneltech.com

Columbus, OH
Angelo McComis
Angelo@CompuServe.com

Oklahoma City, OK
Glen Collymore
Glen-Collymore@ouhsc.edu

Tulsa, OK
Casey Bourbonnais
casey@cbfenterprises.com

Portland, OR
Jeff Cram
jcram@isitedesign.com

Roseburg, OR
Sharon Bland
shland@douglasesd.k12.or.us

Harrisburg, PA
Neil Ross
info@codesweeper.com

Philadelphia, PA
Chris Swansen
cswansen@etechsolutions.com

Pittsburgh, PA
Kyle Jenkins
kyle@vaporbiz.com

State College, PA
Brian Panulla
brian@elmwoodmedia.com

Greenville, SC
David Goldfield
Dave@goldfield.com

Knoxville, TN
Doug McCaughan
doug@colknox.com

Memphis, TN
Michael Kubicki
mkubicki@univ-solutions.com

Nashville, TN
Chris Mosier
chris.mosier@e-maginative.com

Austin, TX
Mike Dickinson
cranch@texas.net

Dallas, TX
Patrick Steil
pmsteil@imailbox.com

Houston, TX
User Groups
usergroups@allaire.com

San Antonio, TX
Douglas White
doug@dwhite.ws

Utah State College
Jon Nelson
jnelson@nstep.net

Salt Lake City, UT
Mike George
ueberhund@hotmail.com

Provo, UT
Josh Trefethen
josh@exciteworks.com

Vermont
Sarah Moulton
info@mtbytes.com

Hampton Roads, VA
Raymond Camden
morpheus@deathclock.com

Northern Virginia
Bret Peters
novacfug@figleaf.com

Richmond, VA
Robert Baird
bbaird@btgi.net

Figleaf CFUG
Bret Peters
cfug@figleaf.com

Seattle, WA
Shannon Smith
president@cfseattle.org

Walla Walla, WA
Sarah Lewis
sarahlewis@alhena-design.com

Milwaukee, W1
Ron Kurtus
ron@ronkurtus.com

Wyoming
Matt Rodosky
mrodosky@wyoming.com

Nepal, Asia
Sudhir Raj Joshi
sjoshi@iapex.com

Australia
Marc Dimmick
marc@ibaseglobal.com

Canberra, Australia
Kunal Bhatia
kbhatia3@csc.com.au

New South Wales, Australia
Kym Kovan
kymk@microset.com.au

Northern Territory, Australia
Fred Lecul
flecul@paspaley.com.au

Queensland, Australia
Barry Moore
barry_moore@yahoo.com

Southern Australia
Brett Hales
brett.hales@baesystems.com

Tasmania, Australia
Mark Heseltine
HeseltineM@Ilogica.com

Victoria, Australia
Jordan Thomas
jordan@vector7.com.au

Belgium
Denis Wauthy
d.wauthy@switchon.com

Rio de Janeiro, Brazil
Marcello Frutig
frutig@astrolabio.com.br

Sao Paulo, Brazil
Marcantonio Silva
marco@channelmedia.com.br

Central Europe
Sven Slazenger
slazenger@interlake.net

China
Feng Jian Feng
webmaster@cfwindow.com

Finland
Tero Pikala
tero.pikala@kolumbus.fi

France
Fabien Graille
FG500001@exchange.FRANCE.NCR.com

Ramstein Air Base, Germany
Tom Nunamaker
tom@nunamaker.com

Hong Kong
Shashank Tripathi
shashank.dp.tripathi@hk.pwcglobal.com

Hungary
Zolton Sheshler
ozoltan@yahoo.com

India
Zahid Java
zahidjava@yahoo.com

Indonesia
Agus Basuni
agus@digitaldevelopment.com

Ireland
Daryl Fullerton
daryl@thebiznet.net

Dublin, Ireland
Justin MacCarthy
maccarthy@iol.ie

Italy
Andrea Veggiani
andrea@dinamica.it

Okinawa CFUG
Michael Bradford
michael@devapps.com

Korea
HyeHyun Seo
hhseo@otozone.com

Malaysia CFUG
Halmi Yasin
affroman@affroman.com

Netherlands
Ron Pasch
ronnieo@dds.nl

Auckland, New Zealand
Amanda Irvine
amanda.irvine@delta.co.nz

Romania
Andrei Oprea
andrei@oprea.org

Johannesburg, South Africa
Steven Ringo
steven@tutuka.com

Spain
Jorge Pueyo
jpueyo@lander.es

Sweden
Stefan Gudmundsson
stefan@cfug-se.org

Zurich, Switzerland
Martin Buerlimann
bue@sercon.ch

Taiwan
Jack Jair
jack@leetide.net

Bangkok, Thailand
Paul Hastings
paul@tei.or.th

Turkey
Oguz Demirkapi
oguz@cftr.net

Dubai
Maryam Ebrahimi
CFUG@digiba.com

London
Niklas Richardson
niklas@ukcfug.org

Northern England
Stephen Moretti
stephen@cfug.org.uk

Southern UK
Stefan Elliott
cfug@four-runner.com
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Virtual Dressing Room for

Victoria’s Secret
(San Francisco) — A /
new online applica- -

tion by Victoria’s Secret, the
specialty retailer of intimate
apparel and beauty products,
is using Macromedia Flash
and ColdFusion to deliver a
beneficial user experience for
the company’s new Swim
Separates collection.

The collection enables
people to mix and match
swim tops and bottoms in

different styles, colors,

and sizes, then purchase

their favorite combina-
tions. The Swim Separates
application is available at
Www?2.victoriassecret.com/s

store’s real-time pricing and
inventory, indicate which
alternate colors are available,
and manage the purchase
process without taking users
out of the application.
www.macromedia.com

SiteObjects Releases
SoEditor 2.1

(Lansing, MI) - SiteObjects,
Inc., a leading provider of
Web-based development
solutions, has F -

released
soEditor 2.1, a L ]

(San Francisco) — Macromedia, Inc., has
announced Macromedia Flash MX, with
support for video, application
components, and accessibility, to
facilitate the creation of expressive online
content and applications. The product
reportedly simplifies the process of visual
authoring for traditional Web developers who
want to use client technology for their applications.
Macromedia Flash supports industry standards and
provides users with prebuilt user interface components,
accelerating development.
www.macromedia.com

MACTOMEHIE whed e wed cwn ba:

SiteObjects
ColdFusion
custom tag k

that turns an ordinary form
field into a WYSIWYG brows-

SiteObjects soEditor 2.1 Events
can be installed easily by any : CF North Developers
ColdFusion programmer, Conference

and it’s available in both
“Lite” and “Pro” versions.
www.siteobjects.com

er-based HTML editor,
allowing users who have no
HTML knowledge or pro-
gramming expertise to cre-
ate, modify, and maintain
content in a Web site.

wim/separates/index.cfm.
Victoria’s Secret uses
Macromedia ColdFusion
Server to update the
Macromedia Flash experi-
ence in real time to reflect the

May 4-5, Toronto
www.cfconf.org/CFENorth/

CF Cruise
May 19-26, Caribbean

EiSiteObiects _
www.cfconf.org/cf_cruise/
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